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ProoflD IGA is an Identity, Governance and Administration platform, providing

workflow driven, user-centric automation of your joiners, leavers and movers process.
Designed to be quick-to-value, with a focus on out-of-the-box functionality, ProofID
IGA is a cost-effective way to quickly take control of your identity lifecycle.

End-to-end identity lifecycle management

ProofID IGA automates the identity lifecycle from cradle
to grave, managing users’ access to applications and
services throughout their changing association with

the organisation. Identity records can be synchronised
from one of more authoritative sources, such as the HR
system, into target applications ensuring that users have
access to the application they need according to their role.

Role-based access control

With its role-based architecture, ProoflD IGA allows the
organisation to map functional roles to digital resources,
ensuring that users get access to the applications and
services that they need according to their relationship
with the organisation, and further ensuring that access
permissions are updated if their role changes.

ProoflD IGA employs a multi-level approach to roles,
layering ‘birth right’ access rights with more fine-grained
functional roles, augmented by a third layer of self-service
application catalogues.

Identity governance

Staying on top of who has access to what means
checking regularly that access is still appropriate.
ProofID IGA provides out-of-the-box workflows
accommodating most common identity governance
requirements including account approval and identity
certification. Compliance scanning helps you to be sure
that connected applications remain in compliance with
access rules and policies.

Delegation and self-service

ProofID IGA provides extensive delegation and self-service
capabilities, empowering users across the organisation
to manage and request access whether for themselves
or on behalf of others — essentially bringing identity
management tools closer to the users that need them,
and helping the community to 'help themselves'.

B2B, franchise or collegiate models can be managed
via delegated administration, while the identity portal
allows end users to manage their access, and request
additional applications and roles.

Getting started

Sign up for your free tenancy and experience the
ProofID IGA online demo:

https://iga.demo.proofid.co.uk/iga/login.php
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Key features

Identity lifecycle management: Automate the identity
lifecycle from cradle to grave, managing users’ access
to applications and services throughout their changing
association with the organisation.

Role-based access control: Powerful role-based
approach to modelling access, layering ‘birth right’
access rights with more fine-grained access aligned
to functional roles.

Standards based provisioning: Fully automated
bidirectional identity provisioning engine built on
the SCIM standard. Integrate provisioning workflows
with legacy applications via the modular SCIM bridge
which supports LDAP, JDBC and text as well as
custom connections.

Identity governance: Leverage out-of-the-box
workflows accommodating most common identity
governance requirements including account approval
and access certification. Automatically detect and
resolve anomalies and exceptions in connected
identity stores and applications.

Delegated administration: Support B2B and collegiate
operating models by delegating administration of
identities to departments or external organisations
such as suppliers, subject to centrally defined policies.

Self-service: Empower users with self-service workflows
for account registration, profile management and
password/username recovery. The identity portal
allows end users to manage their access, and request
additional applications and roles.
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Benefits of ProofID IGA

* Take control of your identity lifecycle from
cradle to grave

* Manage staff, contractors and external users
in a single system

* Deploy quickly with out-of-the-box workflows

* Empower users to help themselves, reducing
reliance on the helpdesk

e Satisfy internal audit requirements with
compliance and governance workflow

How does it work?
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ProofID is a IAM Managed Service Provider (MSP) operating globally. Our team of identity experts are trusted by many Tier-1 enterprises to
design, deliver and manage their IAM services. We manage millions of identities and deliver services to over 150 countries. All successfully

delivered through our methodology driven IAM Managed Service. For more information: email info@ProoflD.com or visit ProoflD.com.
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