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Penetration Testing

Penetration testing, vulnerability tests, assurance projects, 
ethical hacking – it all means broadly the same thing; 
testing a corporate network to determine how secure it is. 

Digital Pathways, are experts in this �ield delivering data 
security solutions since the mid-90s. We have 
demonstrated that if our consultants can interact with a 
system, then its security can be assessed. This could be 
over a network, the internet, direct access with a keyboard, 
mouse or touch screen, over wireless or Bluetooth, through 
USB, FireWire or proprietary port, whatever is required. 

Our approach to an 
engagement is based on 
our client’s needs but 
can be as extreme as 
black box testing, 
where we have no prior 
knowledge of the 
application, white box 
testing, where we have 
full system information, 

red-teaming where we will attack the network to �ind 
vulnerabilities or a more traditional structured audit. We 
can test the unusual, bespoke or new systems or 
applications so there are generally no limits.

Whilst the systems under test and approach taken vary, it 
is possible to group up services into disciplines, the 
consistent theme we take throughout these services is 
consultative. 

By taking time to fully understand our clients’ 
requirements, it is possible to deliver an engagement that 
meets them. This makes any test affordable and value for 
money.

Penetration Testing
(also called 
pen testing) 
“Is the practice of 
testing a computer 
system, network or 
Web application to �ind 
vulnerabilities that an 
attacker could exploit”
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Vulnerability Assessments

Vulnerability assessments cover two areas, which can be 
combined or undertaken individually. These are:

Infrastructure Testing

Infrastructure testing used to mean servers, switches and 
�irewalls. However, networks have developed and modern 
infrastructure encompasses wireless networks, remote 
access and VPN solutions, embedded systems SCADA 
(supervisory control and data acquisition), mobile devices 
and more. 

We have the capability to test a wide range of 
infrastructure related systems, ef�iciently reviewing 
common solutions and also reviewing the unusual through 
highly skilled security practitioners.

Application Testing

Our application testing services cover the full range of 
applications; browser based applications, locally installed 
binary applications, mobile applications, web services, etc. 
Testing covers both the local and server enforced controls 
to ensure that only authorised users are granted access and 
that all users are tightly controlled, such that they can only 
access intended resources and functions. This is the core of 
any application test and we have expert consultants that 
intelligently apply our methodology to really understand 
whether these two key aspects have been properly applied.
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Automated Scanning 

The approach taken for penetration testing falls into two 
categories:

Automated Scanning Platform 

The service operates from our cloud based servers and 
automatically scans your network perimeter, web services 
and the inside of your network or any de�ined target for 
known vulnerabilities. This approach con�irms any 
perimeter weakness but does not go beyond the boundary. 

To take the scan deeper, an option is to install a device into 
the network behind the Firewall, which provides a 
platform for the system to audit the internal network.

The service gives 
you immediate, 
global visibility into 
where your IT 
systems might be 
vulnerable to the 
latest Internet 
threats and how to 
protect them. It 
helps you to 

continuously secure your IT infrastructure and comply 
with internal policies and external regulations. Each scan 
produces reports which identify and categorise the top 
risks on your network and provides CVE (Common 
Vulnerabilities Exposure) numbers for each issue found 
and what needs to be done to patch or remedy the issues 
found, also you can receive differential reports which 
identify changes since the last audit enabling you to track 
the improvement of your security position within your 
organisation.
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• Scheduled Test

• Up to Date         
   Vulnerabilities

• Resolution Reports

• Uninterupted Service

• PCI, HIPAA, GLBA,   
   FISMA Compliant

Automated
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Manual Testing

Manual (zero, partial and full knowledge) Penetration 
test  

These tests are carried out by our consultants and we use 
standard as well as ‘unusual’ approaches to gaining access 
to a network. These include brute force attacks, social 
engineering, endpoint compromise (ie mobile devices) or 
site visits to gain information which can be used to breach 
the networks boundaries.

The type of test is 
agreed prior to the 
engagement and also 
the level of the access 
agreed with the 
ultimate test being to 
see what data can be 
extracted from the 
organisation. 

Tests fall broadly into three categories:

• A zero knowledge engagement is the most realistic test, 
here no prior information is given of the network, no 
usernames or password are supplied and the tester is 
directed to gain access. 

• Partial knowledge engagement, the pen tester is offered 
limited credentials and or a basic network map.

• Full knowledge engagement, the pen tester is allowed full 
knowledge of any necessary credentials on the network to 
enable them to evaluate and test every service within the 
scope of the engagement.

Any test will give a realistic view of your organisations 
security position.We deliver a full report on the attacks 
performed and a full list of vulnerabilities, with related CVE 
numbers, discovered and the method the tester used to 
gain access. Finally we provide a resolution plan to assist 
you in rectifying the issues identi�ied.
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• Tests Performed to ISO    
   27001 Standards

• Crest Certi�ied

• Check Certi�ied

Manual
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