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1. Scope 
 

This Policy applies to: 
 

● All members of staff, governors and Directors; “Staff” includes all employees, locum staff, 

volunteers, work experience and any other individuals working for the Holy Family Catholic 

Multi-Academy Company on a contractual basis. 
 

The Importance of this Policy: 
 

● This information Security Policy lets you know what your Information Security 

responsibilities are at the Holy Family Catholic Multi-Academy Company; everyone has a role 

to play and it’s vital you understand yours. 
 

The Objective of this Policy is to: 
 

● Inform staff, governors and Directors and protect the Holy Family Catholic Multi-Academy 

Company from security issues that might have an adverse impact on our organisation. 

Achieving this objective will rely on all staff, governors and trustees of the Holy Family 

Catholic Multi-Academy Company complying with this policy. 
 
2. Key Principles 
 

The Holy Family Catholic Multi-Academy Company has adopted the following six principles to 

underpin its Information Security Policy: 
 

All Personal data shall be: 
 

(1) processed lawfully, fairly and in a transparent manner ('lawfulness, fairness and 

transparency'); 
 

(2) used for specified, explicit and legitimate purposes ('purpose limitation'); 
 

(3) used in a way that is adequate, relevant and limited to what is necessary ('data 

minimisation'); 
 

(4) accurate and, where necessary, kept up to date; every reasonable step must be taken to 

ensure that personal data that are inaccurate, are erased or rectified without delay 

('accuracy'); 
 

(5) kept no longer than is necessary ('storage limitation'); 
 

(6) processed in a manner that ensures it is safe and secure, ensuring that measures against 

unauthorised or unlawful processing and against accidental loss, destruction or damage are 

in place ('integrity and confidentiality'). 
 
 
 
 

 
 
 
3 



3. Creating, storing and managing information 
 

The Holy Family Catholic Multi-Academy Company has adopted a Clear Desk Policy and a Clear 

Screen Policy, whereby no documents with pupil/staff identifiers should be left unattended 

and/or visible to others. This will reduce the risk of unauthorised access, loss of, and damage to 

information during and outside normal working hours or when work areas and computers are 

unattended. 
 

The purpose of this section is to establish the Holy Family Catholic Multi-Academy Company’s 

requirements to ensure that information is not disclosed by being made available in any form to 

unauthorised individuals. 
 
 

 

3.1 Paper information 
 

● No documents with pupil/staff identifiers should be left unattended and/or visible on desks. 
 
● Confidential documents must not be left on display in offices without a cover sheet nor 

unsupervised, e.g. in the staff room. 
 
● Store confidential information in locked cabinets, returning them to these cabinets when not 

required. 
 
● Take measures to prevent accidental damage to important documents, for example, through the 

spillage of liquids. 
 
● Do not leave paper by printers or photocopiers where other people may take it or read it 

accidentally. Ensure all unwanted pupil data is disposed of in the “Shred-It” box or equivalent. 
 
● Spoiled photocopies and prints may still be confidential. Do not put them straight into the waste 

paper bin, dispose of them as confidential waste. Always check that originals have been removed 

from the device as well as copies. 
 
● Dispose of confidential paper by shredding or put in a confidential waste bag and follow 

confidential waste disposal procedure. Do not dispose of confidential waste in a waste paper bin 

or anywhere else. 
 
● Destroying information earlier than necessary may be a breach of the law so it is important that 

retention periods, attached under Retention Guidelines to this document, are checked before 

destroying any records. 
 

3.2 Electronic information 
 

● All confidential information must be stored on the Holy Family Catholic Multi-Academy Company 

approved electronic devices or systems with access controlled/restricted, e.g. the Holy Family 
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Catholic Multi-Academy Company network, Microsoft One Drive, or Google Drive with appropriate 

restricted access. 
 

● Confidential information must not be stored on local unencrypted hard drives. 
 
● PC screens/laptops/tablets must be sited away from public areas so that pupils and visitors 

cannot read the screens, e.g. through windows or while waiting in public areas. 
 
● Notebook PCs, handhelds, mobile phones or any other portable ICT device must not be left 

unattended in any public area. These devices must always be password protected. 
 
● Individual user ID/passwords must not be shared with anyone, including other staff members 

and governors, and do not use anyone else’s password. You as an individual are responsible for all 

transactions undertaken on the Holy Family Catholic Multi-Academy Company network using your 

network ID or any other secure login. 
 
● Passwords must not be written down and left with any equipment or accessible by anyone else. 

Any written passwords must be stored in locked drawers or kept on digital storage. 
 
● Make passwords hard for anyone else to guess by incorporating numbers and mixed case into it.  
Some systems will force this already. 
 
● Lock screens whenever leaving any ICT equipment unattended. This will prevent anyone 

accessing any restricted information on the equipment while it is unattended. 
 
● If you find you have access to confidential information that you believe should be restricted, you 

should notify your Line Manager. 
 
 

 

4. Receiving, sending and sharing information 
 
4.1 Post – receiving and sending 
 

● Post should be opened and dealt with away from public areas and securely, if dealing with 

confidential information. Any confidential documents or post must not be left in pigeon holes with 

student or public access. 
 
● Staff must ensure that any mail to an individual marked: Private, Confidential or Personal, or any 

combination, is only passed to the named recipient unless a prior delegation arrangement has 

been made. 
 
● If outgoing post contains confidential information to an individual, the envelope should be 

marked as ‘Private and Confidential’ and ‘to be opened by addressee only’. A return address must 

be shown on the envelope and you should consider double bagging the package. 
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● Print each letter separately making use of any printing security and use window envelopes. 

Check the address is the current, correct one – don’t copy previous letters. Double check that the 

letter and papers are for the correct recipient and address. 
 
● When using a mailshot or multiple mailings, use window envelopes where possible and have a 

procedure in place to check you haven’t included anyone else’s personal information in the wrong 

envelope. Another person or supervisor should check mailings against address lists and sign-off 

before dispatch. 
 
● Consider using signed for/tracked post, if it contains sensitive or confidential documents and/or 

the volume justifies secure delivery. 
 
● Post containing very high risk/Confidential-Restricted information should only be sent to a 

named person and use of tracked and signed for mail or a courier to deliver to the name person 

with signature of receipt. 
 
● If post goes astray or is issued to the incorrect address, notify your line manager immediately 

and if the information contains personal or confidential information report using the security 

incident procedure. 
 
 

 

4.2 Email and Other Electronic Communications (e.g. text messages) – receiving and sending 
 

● The Holy Family Catholic Multi-Academy Company does not have total control over emails 

received, so staff must be aware of the dangers of opening messages from unknown or untrusted 

sources. Do not click on links in emails unless you know they are from a trusted source and never 

provide passwords in response to email requests. 
 
● If you are not the intended recipient, the sender should be informed that the message has not 

reached its intended destination and has been deleted. 
 
● Check the email address is the correct one – there are staff with similar names and your email 

contacts will also have external email contacts. Double check that the email is for the correct 

recipient before sending it. Sending emails to incorrect addresses is one of the biggest causes of 

GDPR breach. 
 
● If sending to a list/group of parents or others, send using ‘blind copy’ (bcc) so the recipients are 

not copied in to a large list. This especially applies to mailshots. 
 
● Confidential and Confidential-Restricted information must not be emailed externally using 

normal email unless; 
 

a) you are using an encrypted email service provided by the Holy Family Catholic Multi-Academy 

Company, or 
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b) the information is encrypted / password protected in an attachment, or 
 
c) you are sending to an approved Holy Family Catholic Multi-Academy Company email address, 

e.g. a school welearn email address, or @st-benedicts.org, @holyfamilycatholicmac.org. 
 
d) you are sending to an e-mail address which utilises the same server – for schools which use the 

‘welearn’ e-mail system this includes all other schools with this system as well as Warwickshire  
County Council. 
 

● Records of personal data sent by email or other electronic communications (internal or external) 

are accessible to the data subject if they request access under the GDPR. If a permanent record is 

required they should be saved to the appropriate file and the email removed from the email 

inbox. Do not use personal email as a permanent or temporary filing system for pupil, parent or 

staff records. When a member of staff leaves or moves to another job, the line manager must go 

through the Leavers Checklist and save and secure any emails needed to be kept as the Holy 

Family Catholic Multi-Academy Company records. 
 
● The Holy Family Catholic Multi-Academy Company Confidential email must not be forwarded to 

your own personal email account for any reason. 
 
● Email accessed on portable devices must be secured (e.g. by password). 
 
 

 

4.3 Telephone calls 
 

● Ensure that you are talking to who you think you are speaking with by verifying their details. It 

may be appropriate to call them back to verify their credentials. 
 
● If it becomes necessary to leave the phone for any reason, put the caller on hold so that they 

cannot hear other potentially confidential conversations that may be going on in the office. 
 
● If the call received or being made is of a confidential or sensitive nature, consider who else may 

be listening to the conversation and where the conversation is being held. 
 
● If a message needs to be taken and left on someone’s desk, ensure that these messages do not 

themselves contain confidential information. 
 
● Do not leave confidential messages on an answer machine as these can be reviewed by people 

other than the intended person. 
 
● When using any Walkie Talkies, ensure they are encrypted and not used to discuss 

confidential/personal data, as they can be easily overheard. 
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4.4 Conversations 
 

 

Staff should remember that even though they may be on the Holy Family Catholic Multi-Academy 

Company premises there may be pupils and visitors around. 
 

● When having a meeting or interview with someone where confidential information will be 

discussed, ensure that there is sufficient privacy. Check that the room is suitable. Check for open 

windows. 
 
● Confidential information should only be discussed with colleagues who need to know the 

information in order to carry out their job. 
 
● Always consider your surroundings and the proximity of others who may be able to hear in 

public places. 
 
 

4.5 Information sharing/processing 
 

When confidential or personal data is shared with other agencies, for example with local 

authorities or external providers, then arrangements must be made for that information sharing 

to be done in a controlled way that meets ethical and legal obligations in one of two ways: 
 

1. If a service is commissioned with an external provider that needs confidential information to 

operate then the contract must contain clauses that list the commissioned organisation’s 

responsibilities for confidential and personal data, including data protection and security. This 

must include whether the organisation is processing personal data on behalf of the Holy Family 

Catholic Multi-Academy Company or has sole or joint responsibilities for the personal data with 

the Holy Family Catholic Multi-Academy Company. All staff involved in such data 

commissioning/sharing must be aware of the details of any existing information sharing 

agreements/contractual agreements and the obligations that it places on them. 
 
2. If information has to be shared with another organisation on a regular basis for legal reasons then 

this should be done under an information sharing agreement that sets out how the sharing will 

operate and the standards of management that all parties to the agreement must comply with. Such 

an agreement will define exactly what information will be shared and how, including the method, 

transmission or communication between agencies or any shared access security arrangements. 
 

The aim is to ensure that appropriate arrangements operate in the participant agencies and 

ensure the continued confidentiality of shared information. 
 

If staff are unclear on what basis information is being shared with another agency, whether an 

information agreement exists and what obligations that might place on them, it should be clarified 

with their Manager. 
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5. Working Away from School 
 

The purpose of this section is to ensure that information assets and information processing 

facilities, used to access personal and confidential information, are adequately protected with 

logical, physical and environmental controls. 
 

This includes working away from the school, at home and use of own devices to access personal 

and confidential information. 
 

Work-related information must not be kept permanently at home. Wherever staff are working on, 

or in possession of, work-related information they are responsible for it, e.g. in school, on the 

phone, at home, enroute to or from school or home, at meetings, conferences, etc. If confidential 

information is handed out in conferences or meetings, the same person is responsible for 

collecting it back in at the end, or ensuring it is only in the hands of those authorised to keep it. 
 

● Take only the confidential papers/files with you that you need and keep out of sight in a 

bag, do not carry around loose or in clear folder. 
 

● Store confidential paper files/records securely in an envelope or bag. Try to use electronic 

files on an encrypted device or access via secure connection to the network or approved 

storage location instead. 
 

● Keeping information in cars whilst in transit: lock away paper files and equipment 

(laptop/notebook) in the boot, do not leave overnight. Take only the equipment/papers/files 

with you that you need, leave rest locked away. 
 

● Travelling by public transport: make sure you take all information and equipment when 

leaving. Be aware of conversations on mobile phone about personal and confidential 

information. 
 

● Use of Laptops: 
 

Do not write down passwords/pin numbers. You must not use the ‘remember me’ option to 

save user and password details on your own personal device when accessing the Holy Family 

Catholic Multi-Academy Company system. Make sure these are unticked and sign out/logout 

after using a system. Do not save login or passwords if asked. Remember any confidential 

files opened may be downloaded before closing down your device, so delete them from 

‘downloads’. 
 

Files should be accessed directly (e.g. One Drive or Google drive format files), then all 

confidential files must be stored and accessed locally via the Holy Family Catholic Multi-

Academy Company approved encrypted media. 
 

● Working at home: Store paper and equipment securely after use, as you would your own 

personal valuables. Don’t leave open confidential files on a table. Lock screen on 

laptop/tablet and close down after use. 
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All confidential information must be safeguarded from access, no matter how unintentional, 
by anyone who has no need to know such as family and friends. This would be an 
unauthorised disclosure. Don’t leave any Holy Family Catholic Multi-Academy Company 
equipment or information in a car overnight, bring in to the house and secure. Don’t bin 
confidential information, bring back into an office for confidential waste disposal. Use strong 
security on a home Wi-Fi connection. 

 

6. Premises security 
 

● All staff must wear their ID badge on school premises and report losses or thefts immediately to 
their line manager. 
 
● Make sure that all visitors sign in and out at all times and disclose who they are coming to see. 
Visitors should be supervised at all times and display a visitor/contractor ID badge. 
 
● Staff should be encouraged to challenge anyone in the school if they do not know who they are, 
e.g. if they are not accompanied by a member of staff or they are not wearing an ID badge. 
 
● Staff should be aware of anyone they do not know attempting to follow them through a security 
door and if appropriate be prepared to escort them back to reception if necessary. 
 
● Managers should ensure that all paper based records and any records held on computers are 
adequately protected. Risk assessments should identify any potential threats and an appropriate 
risk management strategy should be produced 
 
● Parents and others who do not want to discuss their private matters with a receptionist in a 
public area should be offered the opportunity to be seen elsewhere. 

 
● All staff should accept their responsibilities for ensuring the security of the school building.  Any 
issues concerning the CCTV (where applicable) should be immediately reported to the Premises 
Manager or Head Teacher. 
 

7. Portable Media Devices 
 

The purpose of this section is to establish control requirements for the use of removable media 
devices within and across the Holy Family Catholic Multi-Academy Company. Portable media 
devices include, but are not limited to USB sticks or memory cards. 
 

● Staff must not alter or disable any controls applied to any computing device by the Holy Family 
Catholic Multi-Academy Company IT Service as part of the deployment of a removable media device. 
 

● Removable media devices must not be used for the primary long-term storage of the Holy 
Family Catholic Multi-Academy Company information. 
 
● All information classified as ‘the Holy Family Catholic Multi-Academy Company Confidential’ or 
‘personal’ must not be stored on a removable media device and should be stored on secure Cloud 
based services such as One Drive instead. 

 
● Passwords applied to encrypted devices must conform to the minimum standard required stated 
in section 3.2 Electronic Information of this Policy. 
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8. Anti-Malware 
 

The purpose of this section is to establish requirements, which must be met by all devices within 

the Holy Family Catholic Multi-Academy Company’s computing infrastructure, to protect the 

confidentiality, integrity and availability of the Holy Family Catholic Multi-Academy Company 

software and information assets from the effects of malware. 
 

● Unless undertaken by or following instruction from IT support staff, staff must not disable anti-

malware software running on, or prevent updates being applied to devices. 
 
● The intentional introduction of viruses to the Holy Family Catholic Multi-Academy Company’s 

computing infrastructure will be regarded as a serious disciplinary matter. 
 
● Only software that has been authorised by the Holy Family Catholic Multi-Academy Company 

can be installed upon the Holy Family Catholic Multi-Academy Company systems. 
 
● Each member of staff is responsible for immediately reporting any abnormal behaviour of the 

Holy Family Catholic Multi-Academy Company computing systems to the designated IT support  
Lead, Team or External Partner for your school. See Appendix 1 for your school specific contact 

details. 
 
● Prior to any encryption, all files must be scanned for and cleaned of viruses before being sent to 

any third party. 
 

9. Access Control 
 

● Access to information shall be restricted to users who have an authorised need to access the 

information. 
 
● Users of information will have no more access privileges than necessary to be able to fulfil their 

role. 
 
● All requests for access to the Holy Family Catholic Multi-Academy Company computer systems 

must be via a formal request to your Line Manager/IT team. 
 
● The Holy Family Catholic Multi-Academy Company reserves the right to revoke access to any or 

all of its computer systems at any time. 
 
● Users must not circumvent the permissions granted to their accounts in order to gain 

unauthorised access to information resources. 
 
● Users must not allow anyone else to use their account, or use their computers while logged in 

with their account, except IT Support. 
 
● Computer screens should be ‘locked’ or the user logged out before leaving any workstation or 

device unattended. 
 
● Users should not leave workstations or devices unlocked. 
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10. Monitoring System Access and Use 
 

The purpose of this section is to establish control requirements for the monitoring and logging 

of information security related events relating to the use of the Holy Family Catholic Multi-

Academy Company’s information and information systems. 
 

An audit trail of system access and staff data use shall be maintained and reviewed on a regular 

basis. The Holy Family Catholic Multi-Academy Company will put in place routines to regularly 

audit compliance with this and other policies. In addition it reserves the right to monitor activity 

where it suspects that there has been a breach of policy. 
 

Any monitoring will be undertaken in accordance with the Human Rights Act and any other 

applicable law. 
 

11. Potential breaches of security or confidentiality 
 

If staff become aware that information has not been handled according to procedures and there is a 

data breach or potential security incident, they must report it immediately to their Line Manager. 
 

For losses of equipment or if you believe your email or the network may be at risk, contact the 

designated IT support Lead, Team or External Partner for your school. See Appendix 1 for your 

school specific contact details. 
 

If equipment or confidential information has been stolen report to the Police and obtain a crime 

reference number. 
 

Use the Holy Family Catholic Multi-Academy Company breach procedure to report and record 

incidents. The form, Appendix 2 is available to download from your school’s intranet. 
 

If you are aware of a potential incident or if you are not sure whether the issue is a security breach 

then please complete this form as fully as possible and submit to your Executive Headteacher / 

Headteacher within 4 hours. 
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Retention Guidelines 
 

1. The purpose of the retention guidelines 

 

Under the Freedom of Information Act 2000, schools are required to maintain a retention 

schedule listing the record series which the school creates in the course of its business. 

The retention schedule lays down the length of time which the record needs to be 

retained and the action which should be taken when it is of no further administrative use. 

The retention schedule lays down the basis for normal processing under both the Data 

Protection Act 1998 and the Freedom of Information Act 2000. 

 

Members of staff are expected to manage their current record keeping systems 

using the retention schedule and to take account of the different kinds of 

retention periods when they are creating new record keeping systems. 

 

The retention schedule refers to record series regardless of the media in 

which they are stored. 

 

2. Benefits of a retention schedule 

 

There are a number of benefits which arise from the use of a complete 

retention schedule: 

 

Managing records against the retention schedule is deemed to be “normal 

processing” under the Data Protection Act 1998 and the Freedom of 

Information Act 2000. Members of staff should be aware that once a Freedom 

of Information request is received or a legal hold imposed then records 

disposal relating to the request or legal hold must be stopped. 

 

Members of staff can be confident about safe disposal information at the 

appropriate time. 

 

Information which is subject to Freedom of Information and Data Protection 

legislation will be available when required. The school is not maintaining and 

storing information unnecessarily. 

 

3. Maintaining and amending the retention schedule 

 

Where appropriate the retention schedule should be reviewed and amended to 

include any new record series created and remove any obsolete record series. 

 

Version 5  
This retention schedule contains recommended retention periods for the different 

record series created and maintained by schools in the course of their business. The 

schedule refers to all information regardless of the media in which it is stored. 

 

Some of the retention periods are governed by statute. Others are guidelines 

following best practice. Every effort has been made to ensure that these 

retention periods are compliant with the requirements of the Data Protection 

Act 1998 and the Freedom of Information Act 2000. 

 

Managing record series using these retention guidelines will be deemed to be 

“normal processing” under the legislation mentioned above. If record series 

are to be kept for longer or shorter periods than laid out in this document the 

reasons for this need to be documented. 

 

This schedule should be reviewed on a regular basis. 
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This document is a guideline only and liability is the liability of the end user 

and not of the IRMS. Individual organisations should seek the appropriate 

legal advice and senior management approval. 

 

These retention guidelines are free for use to schools. Questions will only be 

dealt with if they are submitted by IRMS members. Please complete the form 

on the webpage remembering to include your IRMS membership number. 

 

Further details about the benefits of IRMS membership can be found at:  
http://www.irms.org.uk/join 

 

Using the Retention Schedule 

 

The Retention Schedule is divided into five sections: 

 

1. Management of the School  
2. Human Resources  
3. Financial Management of the School  
4. Property Management  
5. Pupil Management  
6. Curriculum Management  
7. Extra-Curricular Activities  
8. Central Government and Local Authority 

 

There are sub headings under each section to help guide you to the retention 

period you are looking for. Each entry has a unique reference number. If you 

are sending a query to the IRMS about an individual retention period, please 

ensure that you have quoted the unique reference number. 

 

The IRMS will only deal with queries relating to the retention schedule 

from IRMS members. 
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Management of the School 
 

This section contains retention periods connected to the general management of the school. This covers the work of the 

Governing Body, the Headteacher and the senior management team, the admissions process and operational administration. 

 

1.1 Governing Body 
 

Basic file description Data Prot Issues Statutory Provisions Retention Period [Operational] Action at the end of the  
administrative life of the record 

 

1.1.1 Agendas for Governing 

Body meetings 

 

There may be data  
protection issues if  
the meeting is dealing  
with confidential  
issues relating to staff 

 
 

One copy should be retained with SECURE DISPOSAL1 

the master set of minutes. All other  

copies can be disposed of  

 

1.1.2 Minutes of Governing Body meetings There may be data    

  protection issues if    

  the meeting is dealing    

  with confidential    

  issues relating to staff    

 Principal Set (signed)   PERMANENT If the school is unable to store these 

     then they should be offered to the 

     County Archives Service 

 Inspection Copies2   Date of meeting + 3 years If these minutes contain any 

     sensitive, personal information they 

     must be shredded. 

1.1.3 Reports presented to the Governing There may be data  Reports should be kept for a SECURE DISPOSAL or 

 Body protection issues if  minimum of 6 years. However, if the retain with the signed set of the 

  the report deals with  minutes refer directly to individual minutes 

  confidential issues  reports then the reports should be  

  relating to staff  kept permanently  

1.1.4 Meeting papers relating to the annual No Education Act 2002, Date of the meeting + a minimum SECURE DISPOSAL 

 parents’ meeting held under section  Section 33 of 6 years  

 33 of the Education Act 2002     

 
1 In this context SECURE DISPOSAL should be taken to mean disposal using confidential waste bins, or if the 

school has the facility, shredding using a cross cut shredder. 

 
2 These are the copies which the clerk to the Governor may wish to retain so that requestors can view all the appropriate 

information without the clerk needing to print off and collate redacted copies of the minutes each time a request is made. 
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1.1 Governing Body 
 

 Basic file description Data Prot Issues Statutory Provisions Retention Period [Operational] Action at the end of the 

     administrative life of the record 

1.1.5 Instruments of Government including No  PERMANENT These should be retained in the 

 Articles of Association    school whilst the school is open 

     and then offered to County Archives 

     Service when the school closes. 

1.1.6 Trusts and Endowments managed by No  PERMANENT These should be retained in the 

 the Governing Body    school whilst the school is open 

     and then offered to County Archives 

     Service when the school closes. 

1.1.7 Action plans created and administered No  Life of the action plan + 3 years SECURE DISPOSAL 

 by the Governing Body     

1.1.8 Policy documents created and No  Life of the policy + 3 years SECURE DISPOSAL 

 administered by the Governing Body     
 

1.1.9 Records relating to complaints dealt Yes 

 with by the Governing Body  

 
Date of the resolution of the SECURE DISPOSAL  
complaint + a minimum of 6 years  
then review for further retention in  
case of contentious disputes 

 

1.1.10 Annual Reports created under the No Education (Governor’s Date of report + 10 years SECURE DISPOSAL 

 requirements of the Education  Annual Reports)   

 (Governor’s Annual Reports) (England)  (England) (Amendment)   

 (Amendment) Regulations 2002  Regulations 2002 SI 2002   

   No 1171   

1.1.11 Proposals concerning the change No  Date proposal accepted or declined SECURE DISPOSAL 

 of status of a maintained school   + 3 years  

 including Specialist Status Schools     

 and Academies     

 

Please note that all information about the retention of records concerning the recruitment of Head Teachers can be found in the Human Resources section below. 
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1.2 Head Teacher and Senior Management Team 
 

Basic file description Data Prot Issues Statutory Retention Period [Operational] Action at the end of the  
Provisions administrative life of the  

record 
 

1.2.1 Log books of activity in the school 

maintained by the Head Teacher 

 
There may be data protection 

issues if the log book refers to 

individual pupils or members of staff 

 
Date of last entry in the book + a 

minimum of 6 years then review 

 
These could be of permanent 

historical value and should be 

offered to the County Archives 

Service if appropriate 
 

1.2.2 Minutes of Senior Management Team There may be data protection issues Date of the meeting + 3 years then SECURE DISPOSAL 

 meetings and the meetings of other if the minutes refers to individual review  

 internal administrative bodies pupils or members of staff   

1.2.3 Reports created by the Head Teacher There may be data protection issues Date of the report + a minimum of 3 SECURE DISPOSAL 

 or the Management Team if the report refers to individual years then review  

  pupils or members of staff   
 
1.2.4 Records created by head teachers, 

deputy head teachers, heads of 

year and other members of staff 

with administrative responsibilities 

 
There may be data protection issues Current academic year + 6 years then SECURE DISPOSAL  
if the records refer to individual review  
pupils or members of staff 

 
1.2.5 Correspondence created by head 

teachers, deputy head teachers, heads 

of year and other members of staff with 

administrative responsibilities 

 
There may be data protection issues if 

the correspondence refers to 

individual pupils or members of staff 

 
Date of correspondence + 3 years then SECURE 

DISPOSAL review 

 
1.2.6 Professional Development Plans Yes Life of the plan + 6 years SECURE DISPOSAL 

1.2.7 School Development Plans No Life of the plan + 3 years SECURE DISPOSAL 
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1.3 Admissions Process 
 

Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the administrative life 

 Issues   of the record 

1.3.1   All records relating No School Admissions Code Life of the policy + 3 years then SECURE DISPOSAL 

to the creation and  Statutory guidance for admission review  

implementation of the  authorities, governing bodies, local   

School Admissions’ Policy  authorities, schools adjudicators and   

  admission appeals panels December 2014   

1.3.2   Admissions – if the Yes School Admissions Code Date of admission + 1 year SECURE DISPOSAL 

admission is successful  Statutory guidance for admission   

  authorities, governing bodies, local   

  authorities, schools adjudicators and   

  admission appeals panels December 2014   

1.3.3   Admissions – if the appeal is Yes School Admissions Code Resolution of case + 1 year SECURE DISPOSAL 

unsuccessful  Statutory guidance for admission   

  authorities, governing bodies, local   

  authorities, schools adjudicators and   

  admission appeals panels December 2014   
 
1.3.4 Register of Admissions Yes School attendance: Departmental advice  

for maintained schools, academies,  
independent schools and local authorities  
October 2014 

 
Every entry in the admission register 

must be preserved for a period of 

three years after the date on which 

the entry was made.3 

 
REVIEW  
Schools may wish to consider keeping the 

admission register permanently as often 

schools receive enquiries from past pupils to 

confirm the dates they attended the school. 

 
1.3.5 Admissions – Secondary Yes  Current year + 1 year SECURE DISPOSAL 

 Schools – Casual     

1.3.6 Proofs of address supplied Yes School Admissions Code Current year + 1 year SECURE DISPOSAL 

 by parents as part of the  Statutory guidance for admission   

 admissions process  authorities, governing bodies, local   

   authorities, schools adjudicators and   

   admission appeals panels December 2014   
 
 
 

 
3 School attendance: Departmental advice for maintained schools, academies, independent schools and local authorities October 2014 p6 
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1.3 Admissions Process 
 

Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the administrative life  
Issues of the record 

 

1.3.7 Supplementary Information Yes  
form including additional  
information such as religion,  
medical conditions etc 

 

For successful admissions This information should be added SECURE DISPOSAL  
to the pupil file 

 
For unsuccessful admissions Until appeals process completed SECURE DISPOSAL 

 

 

1.4 Operational Administration 
 

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the administrative life 

  Issues Provisions  of the record 

1.4.1 General file series No  Current year + 5 years then REVIEW SECURE DISPOSAL 

1.4.2 Records relating to the creation and publication No  Current year + 3 years STANDARD DISPOSAL 

 of the school brochure or prospectus     

1.4.3 Records relating to the creation and distribution No  Current year + 1 year STANDARD DISPOSAL 

 of circulars to staff, parents or pupils     

1.4.4 Newsletters and other items with a short No  Current year + 1 year STANDARD DISPOSAL 

 operational use     

1.4.5 Visitors’ Books and Signing in Sheets Yes  Current year + 6 years then REVIEW SECURE DISPOSAL 

1.4.6 Records relating to the creation and No  Current year + 6 years then REVIEW SECURE DISPOSAL 

 management of Parent Teacher Associations     

 and/or Old Pupils Associations     
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2. Human Resources 
 

This section deals with all matters of Human Resources management within the school. 

 

2.1 Recruitment 
 

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the 

  Issues Provisions  administrative life of the record 

2.1.1 All records leading up to the Yes  Date of appointment + 6 years SECURE DISPOSAL 

 appointment of a new headteacher     

2.1.2 All records leading up to the Yes  Date of appointment of successful candidate + 6 months SECURE DISPOSAL 

 appointment of a new member of     

 staff – unsuccessful candidates     

2.13 All records leading up to the Yes  All the relevant information should be added to the staff SECURE DISPOSAL 

 appointment of a new member of   personal file (see below) and all other information retained for  

 staff – successful candidate   6 months  

2.1.4 Pre-employment vetting No DBS Update Service The school does not have to keep copies of DBS certificates. If  
 information – DBS Checks  Employer Guide the school does so the copy must NOT be retained for more  

   June 2014: Keeping than 6 months  

   children safe in   

   education.    
July 2015 (Statutory  
Guidance from  
Dept. of Education)  
Sections 73, 74 

 

2.1.5 Proofs of identity collected as Yes  
part of the process of checking  
“portable” enhanced DBS disclosure 

 
Where possible these should be checked and a note kept  
of what was seen and what has been checked. If it is felt  
necessary to keep copy documentation then this should be  
placed on the member of staff’s personal file 

 

2.1.6 Pre-employment vetting Yes An employer’s  
information – Evidence proving guide to right to  

the right to work in the United work checks [Home  
Kingdom4 Office May 2015] 

 
Where possible these documents should be added to the Staff 

Personal File [see below], but if they are kept separately then 

the Home Office requires that the documents are kept for 

termination of Employment plus not less than two years 
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2.2 Operational Staff Management 
 

 Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the administrative 

  Issues   life of the record 

2.2.1 Staff Personal File Yes Limitation Act 1980 (Section 2) Termination of Employment + 6 years SECURE DISPOSAL 

2.2.2 Timesheets Yes  Current year + 6 years SECURE DISPOSAL 

2.2.3 Annual appraisal/ Yes  Current year + 5 years SECURE DISPOSAL 

 assessment records     

2.3 Management of Disciplinary and Grievance Processes   

 Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the administrative 

  Issues   life of the record 

2.3.1    Allegation of a child Yes “Keeping children safe in education Until the person’s normal retirement SECURE DISPOSAL 

 protection nature against a  Statutory guidance for schools and age or 10 years from the date of the These records must be shredded 

 member of staff including  colleges March 2015”; “Working together allegation whichever is the longer then  

 where the allegation is  to safeguard children. A guide to REVIEW. Note allegations that are found  

 unfounded5  inter-agency working to safeguard and to be malicious should be removed from  

   promote the welfare of children March personnel files. If found they are to be  

   2015” kept on the file and a copy provided to  

    the person concerned  

2.3.2 Disciplinary Proceedings Yes    

 oral warning   Date of warning6 + 6 months  

 written warning – level 1   Date of warning + 6 months SECURE DISPOSAL 

 

written warning – level 2 

  

Date of warning + 12 months 

[If warnings are placed on personal files 

   then they must be weeded from the file] 

 final warning   Date of warning + 18 months  

 case not found   If the incident is child protection related SECURE DISPOSAL 

    then see above otherwise dispose of at  

    the conclusion of the case  
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2.4 Health and Safety 
 

 Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the 

  Issues   administrative life of the record 

2.4.1 Health and Safety Policy No  Life of policy + 3 years SECURE DISPOSAL 

 Statements     

2.4.2 Health and Safety Risk No  Life of risk assessment + 3 years SECURE DISPOSAL 

 Assessments     

2.4.3 Records relating to accident/ Yes  Date of incident + 12 years SECURE DISPOSAL 

 injury at work   In the case of serious accidents a  

    further retention period will need to  

    be applied  

2.4.4 Accident Reporting Yes Social Security (Claims and Payments) Regulations   
   1979 Regulation 25. Social Security Administration   

   Act 1992 Section 8. Limitation Act 1980   

 Adults   Date of the incident + 6 years SECURE DISPOSAL 

 Children   DOB of the child + 25 years SECURE DISPOSAL 

2.4.5 Control of Substances No Control of Substances Hazardous to Health Current year + 40 years SECURE DISPOSAL 

 Hazardous to Health (COSHH)  Regulations 2002. SI 2002 No 2677 Regulation   

   11; Records kept under the 1994 and 1999   

   Regulations to be kept as if the 2002 Regulations   

   had not been made. Regulation 18 (2)   

2.4.6 Process of monitoring of areas No Control of Asbestos at Work Regulations 2012 SI Last action + 40 years SECURE DISPOSAL 

 where employees and persons  1012 No 632 Regulation 19   

 are likely to have become in     

 contact with asbestos     

2.4.7 Process of monitoring of areas No  Last action + 50 years SECURE DISPOSAL 

 where employees and persons     

 are likely to have become in     

 contact with radiation     

2.4.8 Fire Precautions log books No  Current year + 6 years SECURE DISPOSAL 

 
4 Employers are required to take a “clear copy” of the documents which they are shown as part of this process 
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2.5 Payroll and Pensions 
 

 Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the administrative life 

  Issues   of the record 

2.5.1 Maternity pay records Yes Statutory Maternity Pay (General) Current year + 3 years SECURE DISPOSAL 

   Regulations 1986 (SI1986/1960),   

   revised 1999 (SI1999/567)   

2.5.2 Records held under Retirement Yes  Current year + 6 years SECURE DISPOSAL 

 Benefits Schemes (Information     

 Powers) Regulations 1995     
 
 

3. Financial Management of the School 
 

This section deals with all aspects of the financial management of the school including the administration of school meals. 

 

3.1 Risk Management and Insurance 
 

 Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the 

  Issues   administrative life of the record 

3.1.1 Employer’s Liability Insurance No  Closure of the school + 40 years SECURE DISPOSAL 

 Certificate     

3.2 Asset Management     

 Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the 

  Issues   administrative life of the record 

3.2.1 Inventories of furniture and No  Current year + 6 years SECURE DISPOSAL 

 equipment     

3.2.2 Burglary, theft and vandalism No  Current year + 6 years SECURE DISPOSAL 

 report forms     
 
 

 
5 This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is 

recommended that all records relating to child abuse are retained until the Inquiry is completed. This section will then 

be reviewed again to take into account any recommendations the Inquiry might make concerning record retention 

 
 

 
6 Where the warning relates to child protection issues see above. If the disciplinary proceedings relate to a 

child protection matter please contact your Safeguarding Children Officer for further advice 
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3.3 Accounts and Statements including Budget Management 
 

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the 

  Issues Provisions  administrative life of the record 

3.3.1 Annual Accounts No  Current year + 6 years STANDARD DISPOSAL 

3.3.2 Loans and grants managed by the school No  Date of last payment on the loan + 12 years then REVIEW SECURE DISPOSAL 

3.3.3 Student Grant applications Yes  Current year + 3 years SECURE DISPOSAL 

3.3.4 All records relating to the creation and No  Life of the budget + 3 years SECURE DISPOSAL 

 management of budgets including     

 the Annual Budget statement and     

 background papers     

3.3.5 Invoices, receipts, order books and No  Current financial year + 6 years SECURE DISPOSAL 

 requisitions, delivery notices     

3.3.6 Records relating to the collection and No  Current financial year + 6 years SECURE DISPOSAL 

 banking of monies     

3.3.7 Records relating to the identification and No  Current financial year + 6 years SECURE DISPOSAL 

 collection of debt     

3.4 Contract Management     

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the 

  Issues Provisions  administrative life of the record 

3.4.1 All records relating to the management of No Limitation Last payment on the contract + 12 years SECURE DISPOSAL 

 contracts under seal  Act 1980   

3.4.2 All records relating to the management of No Limitation Last payment on the contract + 6 years SECURE DISPOSAL 

 contracts under signature  Act 1980   

3.4.3 Records relating to the monitoring of No  Current year + 2 years SECURE DISPOSAL 

 contracts     
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3.5 School Fund 
 

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the 

  Issues Provisions  administrative life of the record 

3.5.1 School Fund - Cheque books No  Current year + 6 years SECURE DISPOSAL 

3.5.2 School Fund - Paying in books No  Current year + 6 years SECURE DISPOSAL 

3.5.3 School Fund – Ledger No  Current year + 6 years SECURE DISPOSAL 

3.5.4 School Fund – Invoices No  Current year + 6 years SECURE DISPOSAL 

3.5.5 School Fund – Receipts No  Current year + 6 years SECURE DISPOSAL 

3.5.6 School Fund - Bank statements No  Current year + 6 years SECURE DISPOSAL 

3.5.7 School Fund – Journey Books No  Current year + 6 years SECURE DISPOSAL 

3.6 School Meals Management     

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the 

  Issues Provisions  administrative life of the record 

3.6.1 Free School Meals Registers Yes  Current year + 6 years SECURE DISPOSAL 

3.6.2 School Meals Registers Yes  Current year + 3 years SECURE DISPOSAL 

3.6.3 School Meals Summary Sheets No  Current year + 3 years SECURE DISPOSAL 
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4. Property Management 
 

This section covers the management of buildings and property. 

 

4.1 Property Management 
 

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the 

  Issues Provisions  administrative life of the record 

4.1.1 Title deeds of properties belonging to the school No  PERMANENT  
    These should follow the property unless the property  

    has been registered with the Land Registry  

4.1.2 Plans of property belong to the school No  These should be retained whilst the building belongs  
    to the school and should be passed onto any new  

    owners if the building is leased or sold.  

4.1.3 Leases of property leased by or to the school No  Expiry of lease + 6 years SECURE DISPOSAL 

4.1.4 Records relating to the letting of school premises No  Current financial year + 6 years SECURE DISPOSAL 

4.2 Maintenance     

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the 

  Issues Provisions  administrative life of the record 

4.2.1 All records relating to the maintenance of the No  Current year + 6 years SECURE DISPOSAL 

 school carried out by contractors     

4.2.2 All records relating to the maintenance of No  Current year + 6 years SECURE DISPOSAL 

 the school carried out by school employees     

 including maintenance log books     
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5. Pupil Management 
 
This section includes all records which are created during the time a pupil spends at the school. For information about accident reporting see under Health and Safety above. 

 

5.1 Pupil’s Educational Record 
 

Basic file description Data Prot Statutory Provisions Retention Period Action at the end of the administrative life of the record 

 Issues  [Operational]  

5.1.1   Pupil’s Educational Record required Yes The Education   
by The Education (Pupil Information)  (Pupil Information)   

(England) Regulations 2005  (England) Regulations   

  2005 SI 2005 No. 1437   
 

Primary Retain whilst the child  
remains at the primary  
school 

 
The file should follow the pupil when he/she leaves the 

primary school. This will include:  
• to another primary school  
• to a secondary school  
• to a pupil referral unit  
• If the pupil dies whilst at primary school the file should 

be returned to the Local Authority to be retained for the 

statutory retention period.  
If the pupil transfers to an independent school, transfers to home 

schooling or leaves the country the file should be returned to the 

Local Authority to be retained for the statutory retention period. 
 
Primary Schools do not ordinarily have sufficient storage 

space to store records for pupils who have not transferred 

in the normal way. It makes more sense to transfer the 

record to the Local Authority as it is more likely that the 

pupil will request the record from the Local Authority 
 

Secondary Limitation Act 1980 Date of Birth of the pupil SECURE DISPOSAL 

 (Section 2) + 25 years  

5.1.2   Examination Results – Pupil Copies Yes   

Public  This information should All uncollected certificates should be returned to the 

  be added to the pupil file examination board. 

Internal  This information should  
  be added to the pupil file  
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5.1 Pupil’s Educational Record 
 

Basic file description Data Prot Statutory Provisions Retention Period Action at the end of the administrative life of the record  
Issues [Operational] 

 
This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is recommended that all records 

relating to child abuse are retained until the Inquiry is completed. This section will then be reviewed again to take into account any 

recommendations the Inquiry might make concerning record retention 
 

5.1.3 Child Protection information held on Yes “Keeping children If any records relating to SECURE DISPOSAL – these records MUST be shredded 

 pupil file  safe in education child protection issues  

   Statutory guidance are placed on the pupil  

   for schools and file, it should be in a  

   colleges March 2015”; sealed envelope and then  

   “Working together to retained for the same  

   safeguard children. A period of time as the  

   guide to inter-agency pupil file.  

   working to safeguard   

   and promote the   

   welfare of children   

   March 2015”   

5.1.4 Child protection information held in Yes “Keeping children DOB of the child + 25 SECURE DISPOSAL – these records MUST be shredded 

 separate files  safe in education years then review  

   Statutory guidance This retention period was  

   for schools and agreed in consultation  

   colleges March 2015”; with the Safeguarding  

   “Working together to Children Group on the  

   safeguard children. A understanding that the  

   guide to inter-agency principal copy of this  

   working to safeguard information will be found  

   and promote the on the Local Authority  

   welfare of children Social Services record  

   March 2015”   

 

Retention periods relating to allegations made against adults can be found in the Human Resources section of this retention schedule. 
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5.2 Attendance 
 

 Basic file description Data Prot Statutory Provisions  Retention Period [Operational] Action at the end of the 

  Issues    administrative life of the record 

5.2.1 Attendance Registers Yes School attendance: Departmental advice for Every entry in the attendance SECURE DISPOSAL 

   maintained schools, academies, independent register must be preserved for a  

   schools and local authorities period of three years after the date  

   October 2014  on which the entry was made.  

5.2.2 Correspondence relating to  Education Act 1996 Section 7 Current academic year + 2 years SECURE DISPOSAL 

 authorized absence      

5.3 Special Educational Needs      

 Basic file description Data Prot Statutory Provisions Retention Period Action at the end of the administrative life of the record 

  Issues  [Operational]   

5.3.1 Special Educational Needs Yes Limitation Act 1980 Date of Birth of the pupil + REVIEW  
 files, reviews and Individual  (Section 2) 25 years NOTE: This retention period is the minimum retention period that any 

 Education Plans    pupil file should be kept. Some authorities choose to keep SEN files for 

     a longer period of time to defend themselves in a “failure to provide a  

     sufficient education” case. There is an element of business risk analysis 

     involved in any decision to keep the records longer than the minimum 

     retention period and this should be documented. 

5.3.2 Statement maintained Yes Education Act 1996 Date of birth of the pupil SECURE DISPOSAL unless the document is subject to a legal hold 

 under section 234 of the  Special Educational + 25 years [This would   

 Education Act 1990 and  Needs and Disability normally be retained on   

 any amendments made to  Act 2001 Section 1 the pupil file]   

 the statement      

5.3.3 Advice and information Yes Special Educational Date of birth of the pupil SECURE DISPOSAL unless the document is subject to a legal hold 

 provided to parents  Needs and Disability + 25 years [This would   

 regarding educational  Act 2001 Section 2 normally be retained on   

 needs   the pupil file]   

5.3.4 Accessibility Strategy Yes Special Educational Date of birth of the pupil SECURE DISPOSAL unless the document is subject to a legal hold 

   Needs and Disability + 25 years [This would   

   Act 2001 Section 14 normally be retained on   

    the pupil file]   
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6. Curriculum Management   

6.1 Statistics and Management Information   

 Basic file description Data Prot Statutory   Retention Period [Operational] Action at the end of the 

  Issues Provisions administrative life of the record 

6.1.1 Curriculum returns No Current year + 3 years SECURE DISPOSAL 

6.1.2 Examination Results Yes Current year + 6 years SECURE DISPOSAL 

 (Schools Copy)    

 SATS records – Yes   

 Results  The SATS results should be recorded on the pupil’s educational file and will SECURE DISPOSAL 

   therefore be retained until the pupil reaches the age of 25 years.  

   The school may wish to keep a composite record of all the whole year SATs results.   

   These could be kept for current year + 6 years to allow suitable comparison  

 Examination Papers  The examination papers should be kept until any appeals/validation process is  SECURE DISPOSAL 

   complete  

6.1.3 Published Admission Yes Current year + 6 years SECURE DISPOSAL 

 Number (PAN) Reports    

6.1.4 Value Added and Yes Current year + 6 years SECURE DISPOSAL 

 Contextual Data    

6.1.5 Self Evaluation Forms Yes Current year + 6 years SECURE DISPOSAL 
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6.2 Implementation of Curriculum 
 

 Basic file description Data Prot Statutory Retention Period [Operational] Action at the end of the administrative life of the 

  Issues Provisions  record 

6.2.1 Schemes of Work No  Current year + 1 year  

6.2.2 Timetable No  Current year + 1 year  

6.2.3 Class Record Books No 
 

Current year + 1 year 
It may be appropriate to review these records at the end 

 
of each year and allocate a further retention period or      

6.2.4 Mark Books No  Current year + 1 year SECURE DISPOSAL 

6.2.5 Record of homework No  Current year + 1 year  
 set     

6.2.6 Pupils’ Work No  Where possible pupils’ work should be returned to the SECURE DISPOSAL 

    pupil at the end of the academic year if this is not the  

    school’s policy then current year + 1 year  
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7. Extra Curricular Activities    

7.1 Educational Visits outside the Classroom    

 Basic file description Data Prot Statutory Provisions Retention Period [Operational] Action at the end of the 

  Issues   administrative life of the record 

7.1.1 Records created by schools No Outdoor Education Advisers’ Panel National Date of visit + 14 years SECURE DISPOSAL 

 to obtain approval to run an  Guidance website http://oeapng.info specifically   

 Educational Visit outside the  Section 3 - “Legal Framework and Employer   

 Classroom – Primary Schools  Systems” and Section 4 - “Good Practice”.   

7.1.2 Records created by schools No Outdoor Education Advisers’ Panel National Date of visit + 10 years SECURE DISPOSAL 

 to obtain approval to run an  Guidance website http://oeapng.info specifically   

 Educational Visit outside the  Section 3 - “Legal Framework and Employer   

 Classroom – Secondary Schools  Systems” and Section 4 - “Good Practice”.   

7.1.3 Parental consent forms for school Yes  Conclusion of the trip Although the consent forms 

 trips where there has been no    could be retained for DOB + 22 

 major incident    years, the requirement for them 

     being needed is low and most 

     schools do not have the storage 

     capacity to retain every single 

     consent form issued by the 

     school for this period of time. 

7.1.4 Parental permission slips for Yes Limitation Act 1980 (Section 2) DOB of the pupil involved in the  
 school trips – where there has   incident + 25 years  

 been a major incident   The permission slips for all the  

    pupils on the trip need to be  

    retained to show that the rules  

    had been followed for all pupils  
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7.2 Walking Bus 
 

 Basic file Data Prot Statutory Retention Period [Operational] Action at the end of the administrative 

 description Issues Provisions    life of the record 

7.2.1 Walking Bus Yes  Date of register + 3 years  SECURE DISPOSAL 

 Registers   This takes into account the fact that if there is an incident requiring an [If these records are retained 

    accident report the register will be submitted with the accident report and electronically any back up copies should 

    kept for the period of time required for accident reporting be destroyed at the same time] 

7.3 Family Liaison Officers and Home School Liaison Assistants    

 Basic file description   Data Prot Statutory Retention Period [Operational] Action at the end of the administrative 

    Issues Provisions  life of the record 

7.3.1 Day Books   Yes  Current year + 2 years then review  

7.3.2 Reports for outside agencies - where the report Yes  Whilst child is attending school and then destroy  
 has been included on the case file created by     

 the outside agency       

7.3.3 Referral forms   Yes  While the referral is current  

7.3.4 Contact data sheets   Yes  Current year then review, if contact is no longer  
      active then destroy  

7.3.5 Contact database entries  Yes  Current year then review, if contact is no longer  
      active then destroy  

7.3.6 Group Registers   Yes  Current year + 2 years  
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8. Central Government and Local Authority 
 

This section covers records created in the course of interaction between the school and the local authority. 

 

8.1 Local Authority 
 

 Basic file description Data Prot Issues Statutory Retention Period [Operational] Action at the end of the 

   Provisions  administrative life of the record 

8.1.1 Secondary Transfer Sheets (Primary) Yes  Current year + 2 years SECURE DISPOSAL 

8.1.2 Attendance Returns Yes  Current year + 1 year SECURE DISPOSAL 

8.1.3 School Census Returns No  Current year + 5 years SECURE DISPOSAL 

8.1.4 Circulars and other information sent from the No  Operational use SECURE DISPOSAL 

 Local Authority     

8.2 Central Government     

 Basic file description Data Prot Issues Statutory Retention Period [Operational] Action at the end of the 

   Provisions  administrative life of the record 

8.2.1 OFSTED reports and papers No  Life of the report then REVIEW SECURE DISPOSAL 

8.2.2 Returns made to central government No  Current year + 6 years SECURE DISPOSAL 

8.2.3 Circulars and other information sent from central No  Operational use SECURE DISPOSAL 

 government     
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Appendix 1 
 
 
 
 

IT Support Details for:   St Benedict’s Catholic High School  
 (Holy Family Catholic Multi-Academy Company) 
 
 
 

 

Email address: admin@st-benedicts.org  
 (marked for the attention of the IT Department) 
 
 
 

 

Phone number: 01789 762888 

 
 
 
 

 

Data Protection Officer:   School Data Protection Officer,  
Warwickshire Legal Services,    
Warwickshire County Council,  
Shire Hall,  
Markey Square,  
Warwick,  
CV34 4RL 

 
 

 

Contact Details: Email: schooldpo@warwickshire.gov.uk 
 Telephone: 01926 412361 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

mailto:admin@st-benedicts.org
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Appendix 2 
 

Personal Data Security Breach – Incident Reporting Form 

This form should be used to provide information to the Data Protection Officer when there 

has been a serious breach and consideration needs to be given to whether the breach 

should be reported to the ICO.  

The aim of the form is to gather detailed information in order to understand the gravity of 

the breach, including its impact and what must be done to reduce the risk to personal data 

and the individuals concerned.  

It is imperative that as much information as possible is provided. 

The information will be used to review policies and procedures and assess whether changes 

are required.  

Breach log no: _______________________ 

Breach log reference: _________________ 

1. Details of the breach  

a) Date and Time of the Incident.  

 

 

 

b) Number and description of individuals whose data is affected (e.g. 3 year 10 pupils). 

 

 

 

c) Department (if relevant).  

 

 

d) Nature of the breach.  

 

 

 

 
 

 

 

 



e) Description of how the breach occurred. 

 

 

 

 

 

 

2. Reporting  

a) When the breach was reported to you?  

 

 

b) How did you become aware of the breach? 

 

 

 

3. Personal Data  

a) Full description of personal data involved (without identifying individuals).  

 

 

 

b) Have all of the affected individuals been informed of the breach?  

 

 

c) If not, why? 

 

 

 

 

 

 
 

 

 

 

 



d) Has the personal data in this incident been inappropriately processed or further  

 

 

 

 

 

4. Consequence of the Breach?  

a) Describe the risk of harm to individuals as a result of this breach?  

 

 

 

 

 

b) Is there a risk of identity fraud as a result of this breach? 

 

 

 

 

c) Has a formal complaint been received from any of the individuals affected by the breach? 

If yes, please provide details. 

 

 

 

 

 

 

 

 

 

 

 

 



5. Measures taken or to be taken?  

a) What immediate action was taken? 

 

 

 

 

 

b) Has the data been retrieved? – if yes, please specify date and time. Has any further action 

been taken to minimise the possibility of a repeat of such an incident?  

 

 

 

 

c) Has there been a breach of governance policies and procedures?  

 

 

 

d) Have the employees involved with the incident received data protection training? Please 

provide details. 

 

 

 

e) Is further data protection training required?   

 

Completed by:  

Name:  

Job Title:  

Signature 

Date:  

 
 
 
 

(Nov19) 

 

 

  

 

YES  /  NO 


