KERISVYSITEMS

I'N C 0O R P ORATETD

Doors.WEB User Manual

Introduction to Doors. WEB™

This reference guide introduces you to Keri Systems new Doors. WEB™ web client. It
explains the main features, functions and operation of the web client, plus pre-requisites
for installation and the installation procedure itself. It can be very conveniently used on
any device that has a web browser (PC, tablet or smart phone) and it can operate over
the internet or via a Local Area Network.

Installation takes just a few minutes and you will find it very easy to setup and use. It
provides you with the most commonly-used access control functions, such as adding, edit-
ing and removing cardholders (and credentials), or locking and unlocking any or all doors
in your system and monitoring system events as they occur in real-time.
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Keri Systems is a world leader and innovator in facility access and security systems,
including proximity access control, telephone entry systems, video surveillance and prox-
imity readers. Doors. WEB™ is designed for use with the Doors.NET access control sys-
tem. It features an extremely easy to use and simplified user interface, allowing you to
carry out a number of common administrative tasks. Doors. WEB™ can be seamlessly
combined with the standard Doors.NET software (subject to Doors. WEB™ being enabled
on your license key.
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Obtaining the Installation File

Doors.WEB ™ installation is performed on the Doors.NET Application Server PC using
an installation file that is either downloaded from the www .kerisys.com website, or it can
be found on the Doors.NET installation DVD. Installation is a very quick and easy pro-
cess and should take no longer than 10 minutes to complete.

Host PC Requirements

There are certain settings and hardware requirements that must be in place prior to
installing Doors. WEB ™.

Dependencies

* Doors.NET Version 3.5.22

* Microsoft NET 4.5 Framework

* Microsoft Internet Information Services 8 (1IS8)

Recommendations

* Windows 10 or Server 2012

* Doors.Net App Server and 1IS8 serving the Doors. WEB™ client pages should be on the
same machine.

Computer/Server Requirements (for the Doors.NET host PC)
« Microprocessor - Intel Core2 Duo, 2.4 GHz or greater, 8 MB cache or greater.
o Memory -4 GB or greater.
o Operating System Compatibility:

- Windows 8

- Windows 8.1
- Windows 10
- Server 2012

« Hard Drive - 500 GB or greater.

The Database

Doors.NET software uses Microsoft SQL Server, SQL Express or higher. Before setting
up Doors. WEB™ you should verify that the standard Doors.NET installation is at the
latest version (v3.5.1.22) at time of writing.
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IMPORTANT NOTE

It is important to note that when you log into Doors. WEB ™ you are automatically granted
full administrative privileges. You will be able to add, edit and delete cardholders and you
will be able to lock and unlock all doors on the system.

In standard Doors.NET you can setup system operators who can be prevented from car-
rying out certain administrative tasks. For example, they may be prevented from access-
ing cardholders, or hardware. Currently, this is not possible with Doors.WEB.

It is therefore important that you change the default administrator password to prevent any
unauthorized access to your system.
Click here for a guide to changing the administrator's account details.

Installation Procedure

1. Copy across, or download the Doors.WEB™ installation file onto the Doors.NET
host PC.

2. Right-click the installation executable and select 'Run as administrator'.

This PC » GDRIVE (E:) » Installer

s

~ Mame Date modified Type

& doorsweb _ Application
Open
®) Run as administrator I

Troubleshoot compatibility

Run with graphics processor >

3. The installation wizard will initialize.

InstallAware Wizard ot

The Installaware Wizard is verifying the contents
of this setup package. This may take a moment.

Cancel
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4. Click NEXT on the welcome screen.

J DoarsWeb - Installdwane Wizard - 4

Welcome to DoorsWeb Setup

Collecting information Welcome to the InstallAware Wizard for DoorsWieb Setup,
Preparing installation
Installng

The Irstalivears Wirard wil retall Doorsiveh on it compubter, Plaase ook Next 1o
Finalizing installation continues.

.

InstallAware

5. Click NEXT on the Ready to Install screen.

& DoorsWeb - InstallAware Wizard — A

Ready to Install

Collecting information Setup is ready to start installing DoorsWeb.
Preparing installation
Installang Please dick Next o install now. Click Back to review your installation settings.

Finalizing installation

7

InstallAware
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6. Installation will begin. Doors.WEB™ uses Internet Information Services and so the
installer will automatically enable IIS ifitis off. It will then install the various required
IIS tools, features, services and settings.

Installation should take no longer than a few minutes.

8. Once installation is complete you should see that Doors. WEB™ has been installed

successfully (1) and you will be prompted to run the client (2).

N

&) DoorsWeb - Installiware Wizard - b e

DoorsWeb Setup Complete

Collecting information DorsWeb has been installed successfully, 1
Preparing installation

Installing

Finalwring installation

%

9. Leave Run Doors. WEB™ now selected and click FINISH.
10. A browser window will open and the URL will be localhost:8080.
11. You should see the Doors. WEB™ home page.
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B3 web Client - Doars ey X = - a X

o) O hipocalhostaosn = MF o

= & 2

Kerl Systems News

i2 Box Pre-loaded Mini Appliance

The i2 Box Appliance greatly simplifies installation because Keri's Doors NET
Appliance Edition 5:1'-'.-'\‘\'-“\.' s pre-loaded and pre-licensed, ready to use immediately
It i5 an embedded mind appliance with keyboard and mouse that has the capability
to manage and access control system of up to 64 readers and 3000 cardholders
Installers will appreciate the time and hassle it saves because it removes Windows
problems and other system issues commonly found when using a PC provided by
the customer or purchased from a retailer.

Emergency Lockdown with Doors.NET and PXL or NXT Hardware
Emcrgc:\:y Lockdown isn't r._-.nll',' anew feature, but we Ihn;;.,'g"'.L it was impaortant to
place special emphasis on it because of its relevance in light of recent events. Given
the tragic events in recent history involving shootings at schools, places of business
and other locations, organizations can utilize their Keri electronic access control
system 1o instantly lock down their facility to stop or minimize the damage caused

by an & 1 Doors MET has the mes essary features built in to make initial

confiquration easy, and response immediate

Doors.NET Software Version 3.5.1.21 Now Out
The new “.217 software revision contains a number of exciting new features you'll
want trn read mars aheat inclidina o fre HID - matihle KYT B

12. Any other workstation which can communicate to the host PC will now also be able
to access the web client via a browser (using the host workstation's IP address and
port 8080).

13. The Doors.WEB™ clientis a licensed feature and therefore is not included with the
standard Doors.NET bundle. See the link below for licensing information:

Doors.WEB™ Licensing

Create Application Pool

The following only needs to be done if the host PC/Server is running another web applic-
ation and using the DefaultAppPool - It is an unlikely scenario but the scenario may
arise.

1. Open Internet Information Services/IIS (on a Windows 10 PC type IIS into Cortana)

2. Internet Information Services (IIS) Manager window will open.

3. Right-click on Application Pool >> select Add Application Pool > set the name to
DoorsWebClient > press OK.
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0‘3’ Application Pools

This page lets you view and manage the list of application pocls on the server, Application pools are
associated with worker processes, contain one or more applications, and provide isclation among different
applications.

Filter: * ¥ Go v%ﬁhuwﬁ.ll Group by: Mo Grouping -
Mame - st Add Application Pool ? > Applications
£} NET vd.5 5t olld.. 0
L2} NET 4.5 Classic Sy hame olld.. 0
|-} DefaulthppPool St |DoorsWebClient olld... 2
.MET CLE version:
.NET CLR Version v4.0.30319 v

Managed pipeline mode:

Integrated w

Start application pool immediately

QK Cancel

4. Right-click the newly created DoorsWebClient application pool > select Advanced
settings > set enable 32-bit Applications: true > press OK.

-l Advanced Settings ? ey
w  (General) ]
MET CLR Version wd.0
| Enable 32-Bit Applications True w
Managed Pipeline Mode F_
Mame False
| Cueue Length T
Start Mode OnDemand
+ (CPU
Lirnit (percent) 0
Limit fiction Mobction
| Limit Interval (minutes) 5

5. You will see the Connections tree located on the left of the page.
6. From the Sites list, right-click on DoorsWebClient.
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Connections .
- q DoorsWebClient
~ 93 DESKTOP-IOTCSVP (DESKTOP :
; . Filter: - G
o ;} Application Pools
w (@] Sites ASP.MET
. 4 Default Web Site o1 & E
' =0 : 4
g Doorsﬂ".’ebCﬁentI % *\}_ﬁi LI
b .NET NET NET |
L A L o T SHE Y M

7. Select Basic Settings.
8. Click the Select button, then select the DoorsWebClient as the target Application

Pool.

nd| Application pool:

Select Application Pool ? *

| [pefauitappPoo I select. ||| [pefauttapppool v

MET wd 5

MET vd.5 Classic

\ DefaultAppPool
DoorsWebClient
Fipeline mode: Integrated

WebClient

1

Fj" LIToT rages T TarTuTeT

Ig Mappings &
oK Cancel - @ Hep
= Nl =
o - =) o —rrm i o=
HTTP ISAP| Filters  Logging  MIME Types  Modules Output Request
Respon... Caching Filtering

9. Close IIS Manager.

Using Secure Sockets Layers

It is very likely that you would want to protect their Doors. WEB ™ client connections in the
same way thatis used when connecting to a bank's website (for online banking). This sec-
tion of the help will guide you through the process of enabling Self-Signed Certificates
and then using the certificate to create a Secure Socket Layer (SSL) connection to the
Doors.WEB™ Server).

The process is the same as certificates issued by a Certification Authority, except you do
not have to apply for the certificate and it does not have to be bound to a registered
domain, such as myowndomain.com or kerisys.com
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Important Information about Certified and Self-Signed Certificates

An SSL connection with a self-signed certificate creates an encrypted connection
between the server and web browser to assure the information flowing in between can’t

be intercepted or interpreted by a 3rd party. A self-signed certificate does not guarantee
the server is who they claim to be.

The highest level of security is achieved with a certificate provided from a 3rd party CA
(Certification Authority) such as Digicert and GlobalSign. Certificates must be registered
to a domain and require the domain owner to submit an application to the CA; however,
this process is not covered in this document.

Requirements

« An existing installation of IIS with Doors. WEB™ (DoorsWebClient) added as a site.
« 1IS8 (Internet Information Services).
o Windows 10 operating system.

Setup SSL With Certificate

1. Open Internet Information Services (lIS) (Right-click Windows Start Menu >> Con-
trol Panel >> Administrative Tools >> Internet Information Services (lIS) Manager.
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&0 634 DESKTOP-IOTCSVP + @
File  View Halp
o fctiens
‘l DESKTOR-IOTCSWVP Home
y Manage Server
w W3 DESKTOP-IOTCSVE (DESKTOR § N = - = P
[ A} Applcation Pocls A R S A | Srosy NG v " >
W i Sites ALPMET - oA a
@ Defeul Web Site _— s —— o=
i@ DoceswebChent - o d:c “ q'r ¥ &b
NET HET MET Errce HET MET Trust  Applicstion  Conmectusn
Authonzal.. Compilition Pagid Gl ahsstcn Lieh Seltangd SanAgl
- iizm) =1
dE R & B 0
Macking Key Pagesand  Providers  Sewmon State SMTP E-mail ®

Controls

s
x‘rll
=

] A
3 D!) ]
A5P Authentic.. Compression  Default
Document
£ T § W
HTTP 1SR and  ISAPIFiters  Logging
Respon..  CGlBesin..
= s
@ R iﬂ:‘g
Request Senver WebDuy Worker
Filteing ~ Certificates  Awtkon..  Processes
Mardgimient
li_li;_ ¥
P S — [ —
< * _--Ftnurﬁ'-'utw. Coment Yeew
Readly

Certificate.

Connections

W HE] DESKTOP-IOTCSVP (DESKTOR
é:} Application Pools
w.[@ Sites

» 4 Default Web Site Logt
» J@' DoorsWebClient Server
Certificates

r=] 5 é':'”

= et
Deectory  ErorPages  Handler
Broswsing Mappings
- dom
M ¥
MIME Types  Modules Cutput
Caching

From the Connections list on the left, select the top connections > run the Server
Certificates mode under IIS middle > Under Actions, choose Create Self-Signed

Actions

Import...

Create Certificate Request...

Complete Certificate Request...

Create Domain Certificate...

Create Self-5igned Certificate...

3. Name the certificate as DoorsWebCert > select Web Hosting as the certificate

store > press OK.
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Create Self-Signed Cerificate

)J Specify Friendly Name

Specify a file name for the certificate request. This information can be sent to a certificate authority for

signing:

Specify a friendly name for the certificate:

| DoorsWebCert

Select a certificate store for the new certificate:

Personal v

Personal |

4. Apply the certificate to the site by selecting DoorsWebClient under Sites > right

click and select Edit Bindings

5. From the list, choose https on port 443 > press Edit.
6. From the SSL certificate dropdown, choose DoorsWebCert > press OK.
| Connections |
~ |
v 93 DESKTOP-IOTCSVP (DESKTOR Type Host Name Port IP Address Binding Informa... Add...
L} Applicstion Pacls hitp B080
v stes s a3
s A Default Web Site
+ 43 DoorsWebClient Remove
Edit Site Binding ? *
Type: IP address: Port:
hitps All Unassigned v| |4.43
Host name:
[] Require Server Mame Indication
550 certificate:
= | Mot selected i Select... Vie

Mot selected
DoorsWebCert
115 Express Development Certificate ol

Cancel
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7. Now every time a connection is made to the server, it can be made using a https
connection, such as https://localhost (note there is no :8080 at the end).

Accept Self-Signed Certificates on FireFox

The first time the browser connects to the server, the user will need to authorize the self-

signed certificate, this is not required for a CA issued certificate. On FireFox the following
message is shown:

lecalhest ¢ O Search o 9 4+ A 8 =

% Your connection is not secure

A

The ocwner of localhost has configured their website improperly. To protect
your information from being stolen, Firefox has not connected to this

website.

Learn more

Go Back Advanced

| Repart errors like this to help Moazilla identify misconfigured sites

Accept the self-signed certificate by pressing Advanced >> Add Exception >> Confirm
Security Exception.

Audd Security Exception x

Report errors like
| You are about to override how Firefox identifies this site.
localhost uses an invali @ o Legitimate banks, stores, and other public sites will not ask you to do this.

Server
Th rtificate is not t r
_I @ certihcate 2 Nt | Location: https/flocalhast/ Get Certificate
The certificate is only v
~ R Certificate Status
Error code: SEC_ERRO
rareeas "1 This site attempts to identify itself with invalid information. Yoo
Add Exception... Wrong Site

The certificate belongs to a different site, which could mean that somecne is trying to
impersonate this site.
Unknown |dentity

The certificate is not trusted because it hasn't been venfied as Bssued by a trusted authority using
& Secufe Signature.

EA Permanently store this exception

Confirm Secunty Exception Cancel
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Accept Self-Signed Certificates in Microsoft Edge

In the Microsoft Edge browser, the following warning is given; select Continue to this
webpage.

There's a problem with this website’s
security certificate

This might mean that someone’s trying to fool you or steal any info
you send to the server. You should close this site immediately.

1 Go to my homepage instead

& Continue to this webpage (not recommended)

Remove HTTP Connections

The default method of connecting to Doors.NET using Doors. WEB™ is via HTTP and
port 8080. However, these connections are not using SSL. To remove this port binding
and discontinue connections on port 8080:

Right-click Windows Start menu.

Select Control Panel.

Click Administrative Tools.

Select Internet Information Services (lIS) Manager.
Expand the tree-view on the left of the screen.
Expand Sites - you should see the Doors. WEB™ site.
Right click on DoorsWebClient.

Choose Edit Bindings.

PN RAWN =
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'qf] Internet Information Services (115) Manager
(= = @ ¥ DOORSMET » Sites » DoorsWebClient »

File Wiew Help

Connections
P q DoorsWebC
el
~ .93 DOORSNET (DOORSNET\gar, -
; - ilter:
J Application Pools
v -[@] Sites ASP.MET
- 4P DoorsWebClient i &?\_
L) Explore NP
Edit Permissions... NI:—I'
ornpilation
& Add Application...
% Add Virtual Directory...
| EditBindings... | | ;%E)
Ly uthentic...
Manage Website »
i3 Refresh
K Remove
Renamne
{2 Switch to Content View

9. SelectHTTP on port 8080.
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10. Click the Remove button.

_l;;' Application Pools
~ @ Sites
& Default Web Site
& DoorsWebClient

FIEr: b oo W] Mo Al LIoUp oy Anea T E=T
Ll
Site Bindings 7 by
Type Host Mame Port IP Address Binding Informa... Add...
htp . Edit...
https 443
Remove
Browse
Close

Changing the Default Administrator Password

As with most software, there is a default user name and password (both are admin). To
prevent unauthorized access to your access control system it is vitally important that you
change the default administrator password as soon as possible once the software has

been installed.

Change the Password

1. Click the Doors.NET icon from the desktop (or via Windows Start menu).

n"'

Keri Systems
Client

2. Login with the default username and password (both admin).
3. Click the CONNECT button.
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& Login - Main -

4. Once the Doors.NET clientis open, click on Tools >> Change Password.

Save  Lload  Reset ResetUser
Layout Layout Layout  Layout

5. A window will open where you should enter admin as the old password.
6. Enter a new password.

7. Confirm the new password by entering it again.

8. Click OK.
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Old Password

——

Mew Password

| |

Confirm Mew Password

| |

| %DK | [ Cancel |

9. The default administrator password will now be changed.

Update the Global Linkage Settings

If the Global Linkage Service (GLS) is installed on your system you will also have to
update the Global Linkage settings. GLS allows you to automatically e-mail/SMS mes-
sage specific system events and allows for a wide range of I/O linkage and automation
tasks. GLS uses the default administrator account to carry out its functions.

1. From the Windows Start menu, locate the DoorsNET program folder.
2. Click on License Manager.
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Keri Rell Call Client
Keri Systems Client
LDAP Wizard
License Manager

Map Diagram Editor

TA Config Wizard

Tech Support Remaote Session

3. The License Manager window will open.
4. Click on Global Linkage Service from the Services list.

----- D Report Client (1)

----- ﬁ'] Phota 1D (Licensed) (1)
P b r_'-'- Map Editor

EI._; Services

u * Application Server - Licensed
- Gateway (MSC) - IJl:ensed
.....w ¥ Gateway (AP) - Mi

----- ¥ Gateway (N
" Gateway (F

o

u_‘

C,':?'-' ‘-.-"ldecu Gatewa*_.' - Licensed

5. Click the SETTINGS button on the right.
6. The GLS settings window will open up on the Startup tab.
7. Enter the new admin password:
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Global Linkage Service

Statup | Email Settings  SMS Settings  Logging Options

Application Server IP Address

|I|::|:a|hnst | Hardware Control
[ 11000 |

| 5M5
User Name Instart Messages
|admin |
Fassmord System Objects
[eeeee]i | Cther

lgnore Messages Older than (minutes)

8. Click the SAVE button.
9. Confirm the prompt to restart the GLS service.
10. Close the License Manager window.
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Licensing

Connecting using the Doors. WEB™ client is not included in the standard Doors.NET soft-
ware bundle. Therefore the feature must be purchased and enabled on the Doors.NET
Application Server PC.

Check the Web Browser Client is Enabled

On the Doors.NET Application Server PC click on the Windows Start menu.
Go to All Apps/All Programs.

Locate the Doors.NET file group.

Click on License Manager.

N~
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l Doors JMET
Archive Configuration Wizard
Gateway Wizard
Help File
Keri Map Client
Keri Photo ID
Keri Reflections EVR Client
Keri Report Client
Keri Rell Call Client
Keri Systems Client

'8 LDAP Wizard
-~ Map Diagram Editor

&) 12 Config Wizard

@ Back

Search the web and Windows

5. The License Manager window will open.
6. Click the License tab on the right of the window.

Setup | Registratio
[,

2

This computer is licensed.

Some components may reguire additional corfiguration.
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7. Alist of all the licensed features and components will be displayed.
8. Scroll to the bottom of the list of Capacities and locate Web Browser Clients.

Setup Registration License

Be ) | Filter: =]
Readers - Sargent Profile Seres (V52) 0
Report Clients 1
Roll Call Clients 1
Video Cameras 4
Video Clients 1
Video Recording Services 1
Web Browser Clients 2

EW
Enable LDAP interface False
Enable Time And Attendance Inteface | True
Schindler Blevator Interface Falze
Support for Web Server Inteface Falze

9. Ensure Web Browser Clients is not showing zero.
10. Ifitis showing zero then you will need to contact Keri Systems inside sales (ensure

you have the first 5 characters of your license key to hand) - this is displayed at the
bottom of the license window.

Enterthe license key (leave blank for demo version)

s B ET GBI R B

Activate [] Offline Registration

Activating Doors.WEB™ Online

If you have an active, unrestricted internet connection and you have just purchased the
Doors.WEB™ feature, then activating the feature on your license key is a very quick and
simple process.

1. Open the License Manager (via Windows Start menu>> All Apps/All Programs >>

Doors.NET >> License Manager).
2. Click Application Server on the list of installed services on the left.
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Installed Components

== Clients

----- £8 Admin Client {E)

----- @ Map Client (1)

----- % Roll Call Client {1)

----- =i, EVR Client (1)

----- [] Report Client (1)

----- 5 Photo 1D (Licensed) (1)
----- r_?'- Map Editar

=g Services

et Application Server - Licensed
i Gateway (N.gC) - Licensed
Gateway (AF) - Missing Files
Gateway (NXT) - Licensed

& Gateway (PXL) - Licensed

& Global Linkage Service - Licensed

------ & Time and Attendance - Licensed

------ i Video Gateway - Licensed

3. Click on the License tab (on the right).

Setup | Registratio
[

2y
This computer is licensed.

Some components may require additional corfiguration.

4. Atthe bottom of the license window click the ACTIVATE button.

5. Within a few seconds you should see the following notification.
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Registration Successful >

Thank you for registering.

oK

6. You will then be prompted to restart the Application Server Windows service.

The Application Server Service needs to be restarted.

Restart Service Mow?

Yes Mo

7. The feature will now be enabled.

Activating Doors. WEB™ Client Offline

If there is no active internet connection on the host PC, or if the connection is being
blocked by a firewall or security setting you can still activate the Doors. WEB™ feature by
e-mailing the license file to Keri. This process will typically take 1 business day to com-
plete.

1. Open the License Manager (via Windows Start menu>> All Apps/All Programs >>
Doors.NET >> License Manager).

2. Click Application Server on the list of installed services on the left.

3. Click on the License tab on the right.

4. Atthe bottom of the license manager window place a check mark in Offline Regis-
tration.
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ite Dfﬂine Registration

5. Click the ACTIVATE button.

Offline Registration

6. You should see a notification stating where on the host PC you can find the offline
license file and the email address to send it to.

Your Offline License Key has been created.
You can emnail the license file to license@kerisys.com

File Location: Ch\Ker\DoorsMET\ApplicaticnServerLicenseoffline.dlsc

OK

7. Email a copy of this file to license@kerisys.com for US customers, or to tech-sup-
port@kerisystems.co.uk for customer in the UK and outside of the US.

|&| AlMetLib.dll 10/02/2012 21:27 Application extension
|%| AMT.Commen.Windows.dll 23/09/2013 16:42 Application extension
|#| AMTErrarHandling.dll 04,/08/2011 19:08 Application extension
@ APdILdI 22/08/2008 02:30 Application extension
ﬁ ApplicationServerLicensecffline 15/06/201511:32 DLSC File

| archiveconfiglog-20150601103033 01,/06,/2015 10:31 Text Document

W ArchiveConfigWizard 10,/06,/201519:18 Application

|%| ArchiveServiceDllLdll 10/06/201519:18 Application extension

8. In your e-mail you should also include the following information:

- Your name
- You company name

-26- 02311-001



KERISYSTEMS

"N C 0 R P ORATED

Doors.WEB User Manual

- The name of the site

- Your order reference number

9. Close the License Manager Window.

10. Within 1 business day you will receive your activated license file as an e-mail

attachment, it will be renamed ApplicationServerLicense.dlsc.

11. Copy the received ApplicationServerLicense.dlsc file into the C:\Keri\DoorsNET\

directory (overwriting any existing file with the same name).

|®| statuscolors

#| Tracecolors

.;. ApplicationServerLicense

: ApplicationServerLicensecoffli
| 7| EclipseGateway

| 7| EclipseGatewayfssa

%

2271272014 21:01
22/12/2014 21:01
15/06/201511:48
15/06,/2015 11:32
09,/06,/2015 10:03
09/06,/2015 10:03

12. Restart the Application Server Windows service.
13. You will now be able to connect to the system using Doors. WEB ™.

DAT File
DAT File
DLSC File
DLSC File
IMSTALLLOG File
IMSTALLLOG File
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Using Doors. WEB™ on a Smart Phone

To use the Doors.WEB™ client with a smart phone you have to be connected to the
same wireless network as the host PC. The following information explains how to use the
web client with a smart phone.

Check the Host Wireless IP Address

1. From the Windows search bar, type CMD, then ENTER.
2. Right-click Command Prompt and select: "Run as Administrator".

N & Maore

Best match

Command Promp+

Deskiop app Run as administrator

Apps Open file location
B MNetExtender CLI Cli Pin to Start
Web Pin to taskbar

O rmd

3. Typein"IPCONFIG", ENTER.
4. Your host PC network settings will be displayed.
5. Locate the Wireless network IP address.

6. Make a note of the IPv4 address. In the above image itis 192.168.1.67.
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Connect to the Doors.NET Host Machine From Your Smart
Phone

1. Go into the network settings of your phone.
2. Check that you are connected to the correct wireless network.

ssnee 3 T 13:49 | Y
€ Settings Wi-Fi

Wi-Fi
v Keri WiFi a= ()

CHOOSE A NETWORK...

BTWifi = (i)
BTWifi-X a= (i)

3. Open a web browser on your phone.

4. Type into the address bar the IP address of the Doors.NET host.
5. You should see the Doors. WEB™ log on window.
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waaae 1 T 13654 | mlj

192.168.1.67 <

— & 2%

Usemame:

.

Password:

Desosrs Bied Wiah Chasnil, Vorsaon 1,006 Coermctied (Log)

< 0 @ O

Enter the Doors.NET user name and password (the defaultis admin for both).
Click the LOGIN button.

You will see a LOGOUT button in the middle of the screen.

Press the menu icon in the upper left to display the three menu items.

©o®oNOo
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sssss 3 T 13:59 [ B}
192.168.1.67 ¢
G
Home
[ Live Events
[ Control Doors
[ Cardholders
Doors Net Web Chent, Version 1.0.6 Requested Buffar Okay
< M O

10. You are now ready to use the Doors. WEB™ client.

Related Topics

o Control Doors

o Live Events

« Adding Cardholders
o Editing Cardholders
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Navigating the Interface

Connecting to the System

| Web Client - Doars.Met x|+

€ & 127.00.1:2020

|2 Most Visited [ | Getting Started

Once Doors. WEB™ is installed the user interface can be accessed from any device
which has an internet browser. Following installation, you simply open a browser and
then type the Application Server IP address into the address bar. The default URL uses
port 8080 but this can be easily changed.

Home

Returns you to the home screen.

Live Events

£ '

Live Events .;””]

%,
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The Live Events table displays system events as they happen in real-time.

Sort By: [GHT Tme
Ser'.rer Time Controller Time Location Message Detail

16 16/08/ 'Il: CE.-L.-I—I PXL (A) - D1 Access Granted - Mo Entry

1 1 PXL (A) Update Metwork Ccmrl&tr:cIUpclatr: Metwork SUCCESS. 5

1 1 PXL (A) Update Metwork Started  Started. Start: 08:4%:40 ... Ope

1 1 PXL (A) - D1 Access Granted

1 1 EGGV 4 Controller - Online

1 1 PXL (A) - D1 Access Granted - Mo Entry

1 1 EGGV 4 Controller - Offline = Timeor

16/08/2016 CE -Ll 11 16/ PXL (A) - D1 Access Granted

System event examples are: access granted messages, access denied messages, door
opened, door closed, door held, door forced, etc. You can sort the information by any
column by changing the Sort By column and checking or un-checking the Reverse Order
check-box.

Control Doors

' "

Control Doors

%, ,[\_I-WJ o

Loads a list of all readers on the system. Use the control doors screen to lock, unlock or
send a command to unlock a door for a short period of time.

« Lock - Override any existing schedule the reader is following - the door will be
locked.

« Unlock - Override any existing schedule the reader is following - the door will be
unlocked.

« Timed Unlock - Override any existing schedule the reader is following, to unlock a
reader for a period of time (strike time) defined in Doors.NET (itis 7 seconds by
default).

« Restore - Causes a reader to resume following its allocated schedule - The door
may be locked or unlocked.

Note: Suspending and restoring auto-unlock time schedules is not supported with the
standard NXT controllers. The restore button will not be available for standard NXT
doors.
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Cardholders

| Cardholders

oy
P

Directs you to sub-menus relating to cardholder and credential administrative tasks. The
cardholders section allows you to:

« Add, edit and delete cardholders.
« Add, edit and delete assigned credentials, such as cards, tags and pins.

Tool Bar

Log

The Operator may login or logout through the Key tool, if the operator is not currently
logged in, a dialog for username and password is provided to login. If the user is currently
logged in, a logout button is provided; user names and passwords are not case sensitive.

The Doors.Net License defines the number of concurrent Doors. WEB™ connections. The
license value can be found under Capacities > Web Browser Clients. Each system admin-
istrator should possess a unique user name and password to ensure accurate history is
maintained in the Doors.Net database.

The Operator’s current log status is displayed under the Key icon by a given color:

* No colored line — unknown log status.
* Red line — Operator is logged out.
* Green line — Operator is logged in.

Settings

To affect Doors. WEB™ Client settings, the operator must be signed in. Settings are
device specific, so an operator may configure different settings on a range of devices.
The operator’s settings are stored locally on the device in HTMLS Local Storage, if the
operator's browser doesn’t support HTMLS Local Storage and they wish to save their set-
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tings, a browser update must be performed; using a browser in Private Mode will also pre-
vent the settings from being saved.

Selecting the Settings icon presents the following options.

Cardholders

Cardholder Settings allows the Operator to define the preferences regarding the level of
information to display when in the Cardholder related areas of the program. By default,
Emergency, Contact and Company information are not displayed, these may be enabled
by entering Cardholder Setting and checking the preferred check box.

Live Events Columns

The Operator is directed to Live Events page and a table of columns and display widths
are presented. Display or hide any given column by checking the corresponding check
box, adjust the column width by changing the number value next to the column name or
by using the up and down arrows that appear when the width number is selected; any
changes made to the column settings are automatically saved as the changes are made.

Languages

You may choose between the following languages:
* English (United States)

* Spanish (Mexico)

The default language is English (US). If you find that selecting another language fails to
translate, then the browser doesn’t support HTML5 Local Storage and a browser update
is required, or Private Mode is enabled and must be disabled.

Bottom Bar

Version
The left region of the bottom bar will indicate the current version of Doors Web Client.

Connection

The right region of the bottom bar provides connection information between the Doors
Web Client and the Web Server.

Card
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Live Events

(- @ 192.168.1.67:3080/live_events.aspx

[8) Most Visited | | Getting Started

Sort By: | GMT Time v

Server Time

Controller Time
10/08/2016 14:16:51
2016 14:12:42

Location Message

MSC - ENTRY Access Granted
Client Logged Out
Client Logged In
Client Logged Out
MSC - EXIT Access Granted
MSC - ENTRY Access Granted

Detail

admin
admin
admin

The Live Events grid is accessed via the menu icon.

o

Home

Live Events

)

Control Doors

Cardholders

Itis a dynamic grid that allows you to view system events as they occur.

Sorting Live Event Information

By default, when accessing the live events grid using a smart phone only 3 columns will
be displayed. If using a PC you will see the following columns:
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o Server Time

o Controller Time
o Location

o Message

o Detail

o First Name

o LastName

o Cardnumber

o Imprint

o |IP address

You may sort the event information by selecting one of the options in the Sort By: list.

Sort By: | Controller Time |~| Reverse C

GMT Time —
Message Server Time First Nam

—ontroller - Online
aller - Offline = Timeo Location
te Temp Unlock, Mot u Message
:mote Ternp Unlock Message Type
Detail
First Mame
Last Mame
Cardnumber
Imprint
Cbject Type
IP Address
D
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Live Event Columns

Show Column Width
LIGMT Time

M Server Time

I Controller Time
Location
Message
[1Message Type
Detail

First Name
Last Name

M Cardnumber
Imprint
[1Object Type
IP Address
Oip

Click the Settings icon >> select Live Event Columns.

Cardholders

Live Event Columns

Languages

You will be directed to Live Events page and a table of columns and display widths are
presented. Display or hide any given column by checking the corresponding check box,
adjust the column width by changing the number value next to the column name or by
using the up and down arrows that appear when the width number is selected; any
changes made to the column settings are automatically saved as the changes are made.
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Control Doors

The Control Doors page loads a list of all the doors on the system.

Manual Door Control

| NXT Reader 0.1 | Unlock | Lock | TimedUnlock | Restore |
| NXT 4D.Reader 0.2 | uniock | Lock | TimedUniock | Restore |
| NXT 4D.Reader 0.3 | Uniock | Lock | TimeduUnlock | Restore |
| NXT 4D.Reader 0.4 | uniock | Lock | Timeduniock | Restore |
| Merc Reader 2 | Unlock | Lock | TimedUnlock | Restore |
| Merc Reader 1 | uniock | Lock | Timeduniock | Restore |
| PXL-500 - IN | Uniock | Lock | TimeduUniock | Restore |
| PXL-500.- OUT | uniock | Lock | Timeduniock | Restors |

To the right of each door name you can see there are door command buttons allowing
you to lock, unlock or unlock the door for a short period of time.

. —lun|0Ck - Overrides an existing schedule that the door may be following and will
unlock the door.

Lock
. i] - Overrides an existing schedule that the door may be following and will
lock the door.

Timed Unlock ) - ;
. - Overrides an existing schedule that the door may be following and

will temporarily unlock the door (this is the strike time setin Doors.NET) and the
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default time is 7 seconds.

Restore .
. —] - when one of the above lock or unlock buttons are used any assigned

schedule will be suspended. Use the resume button to resume the assigned sched-
ule.

Note: Suspending and restoring auto-unlock time schedules is not supported with the
standard NXT controllers.
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Cardholders

The Cardholders section takes you to the cardholder administrator tasks:

& &% &8

Edit Cardholder Add Cardholder Remove Cardholder

o Add, edit and delete a cardholder.
« Add, edit and delete a cardholder's credential, such as a card or fob/tag

Edit Cardholders

1. Press the Edit Cardholder icon to enter the cardholder edit screen.

Edit Cardholder

2. The last name alphabet menu will appear.
3. To select a specific cardholder:

a. Select the letter corresponding to the cardholder last name via alphabet menu >
locate the specific cardholder > press Edit.

b. Press the magnifying glass icon at the top of the alphabet menu > Enter a first
name, and/or last name > press the magnifying glass below the last name >> find
the cardholder in the list.

c. To load the entire list of all cardholders on the system, press the small question
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mark located at the bottom of the alphabet menu.

The entire list of cardholders will then appear:

Edit Cardholder

Edit Baker, Kathleen
Edit Clayton, Andrea
Edit Coleman, Jenna
Edit Colman, Gary
Edit Deakin, Michelle
Edit Easton, Ronald
Edit Frost, Jenny

Edit = Gallagher, Susan
Edit  Griffiths, Kenny
Edit Hennessy, Juliet
Edit Lambert, Chris
Edit  Oliver, Elizabeth
Edit Samir, Muhammad
Edit Thursdon, Maria
Edit  Vaughn, Kelly
Edit  Williams, Daniel

4. Editthe cardholder fields, as required. Only the first name and last name are man-
datory fields.
5. Add, Edit or remove cards/tags/PINs in the Credentials section of the cardholders

page.
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o Credentials
Imprint Facility Code Status Format
100831 0 Active MNXT e4bit

6. After editing cardholder information, remember to press on Save Changes.
Changes will not be made until Save Changes has been pressed.

Save Changes ’

NOTE: To load the entire list of all the cardholders on the system, press the small ques-
tion mark located at the bottom of the alphabet menu.

Add Cardholders
1. Press the Add Cardholdericon.

Add Cardholder

Enter the new cardholders full name (first name and last name are required fields).
Select the Access Permission for the new cardholder (this determines which doors

they can gain access)
4. Add cards/tags/PINs by pressing the green button with a white cross (in the top left

of the Credentials section.

W
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Imprint Facility Code Status
100831 0 Active

5. Remember, to commit changes you must press the Save Changes button.

Save Changes ’

Remove Cardholders

1. Press the Remove Cardholder icon.

Remove Cardholder

a. Select the letter corresponding to the cardholder last name via Alphabet Menu >
locate the specific cardholder > press Delete.

b. Press the magnifying glass icon at the top of the Alphabet Menu > Enter a first
name, and/or last name > press the magnifying glass below the last name >> find
the cardholder in the list and press Delete.

2. The cardholder will be removed from the software and subsequently will be
removed from the system hardware.
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NOTE: To load the entire list of all the cardholders on the system, press the small ques-
tion mark located at the bottom of the alphabet menu.

Cardholder Fields

The cardholder fields provide you with information about the selected cardholder. There
are additional fields which are not displayed by default.

Enable Additional Cardholder Information

1. To enable additional cardholder information, got to: Settings >> Cardholders >>

Cardholders @

Live Event Columns

Languages

2. The additional selections will appear.
3. Place a checkmark against each option to display.
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Cardholder Settings

Emergency Contacts

Shows Emergency Contact 1 and Emergency Contact 2.

Show Emergency Contacts

Additional Information

Shows Contact Information and Company Information.

Show Additional Information

4. Emergency Contact and Additional Information fields will now display for any card-
holder record you open.
5. Go to the main menu and select Cardholders.

" AN
L]

Home

Live Events

Control Doors

Cardholders
4 @ "y

6. If you now add or edit a cardholder the additional fields will display.
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15t Emergency Contact 2nd Emergency Contact
Contact Name: [ ] Contact Name: [ l
Home Phone: [ ] Home Phone: [ l
Mobile Phone [ ] Mobile Phone: [ l
Contact Information Company Information
Street Address: [ ] Street Address: [ l
City [ J || city [ |
Zip Code: [ ] Zip Code: [ l
State | Ohio «| || state | Ohio v |
Home Phone: [ ] Company Name: [ l
Mobile Phone [ ] Extension: [ l
Ermail: [ l

Save Changes .'

Cardholder Details
Each card record must have a first name and last name (middle name is optional).

Validation

To assign an expiration date for this cardholder, check Enable Expiration Date for this
Cardholder. This will then display the Expiration Date field, allowing you to specify an
expiry date. Change the Valid From to and enter a future date to pre-register the
assigned card/tag. The date formats are determined by the browser's region settings.

1st and 2nd Emergency Contacts
When enabled, the following fields are available but are not mandatory:

- Contact Name - Person to contact in the event of an emergency.
- Home Phone - Home number of the emergency contact.
- Mobile Phone - Cell/Mobile number of the emergency contact.

Contact Information and Company Information
When enabled, the contact information is intended to record contact details for the card-
holders. Complete any of the fields provided, none of the following fields are mandatory.
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Contact Information

Street Address: [ 38, Hill Crest Street

)
City [san Jose |
Zip Code: (95124 |
State [ California V]
Home Phone: [4&32??—}000( ]
Mobile Phone: [ 1234567891 |

The company information is intended to record details about the company which the card-
holder is employed by. Again, none of the following fields are mandatory.

The state drop-down list is populated by the Doors.NET server based on the regional set-
tings.

Company Information

Street Address: | 2305, Bering Drive

City | San Jose
Zip Code: [ 95131
State | california ~

Company Name: [ Keri Systems
Extension: [2?5

Email: [ sales@kerisys.com
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Credentials

Credentials are the cards or tags that are assigned to cardholders via the Add Card-
holder button.

Add Cardholder

The Doors.NET Web Client allows you to manually enroll the following credential types:

o NXT (64-bit)

o Keri MS Format
« Wiegand 26-bit
« RAW

Manual enrolling a single credential at a time is the only method available with the Web
Client. Block Enrollment or Presentation Enrollment must be performed from the standard
Doors.NET client.

After adding a new cardholder and a new credential you can then add additional cre-
dentials via the Edit Cardholder button.

Note: Each cardholder record MUST have at least a first name and a last name, oth-
erwise you will not be able to save the new record.

Edit Cardholder
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You can also set a cardholder to being temporary but note; all assigned credentials will
then be temporary - Itis not possible to have a mixture of permanent and temporary cards
assigned to the same cardholder.

Edit Credentials

When editing an NXT, MS or 26 Bit Wiegand credential, only the imprint and status may
be changed, this doesn’t affect the internal number, only the number printed on the cre-
dential. If the internal number is not correct, the credential must be deleted and recreated.

Edit a Credential

1. To editan assigned credential open a cardholder record.
2. Click the green and white icon in the top left of the Credentials section.

9,

R
Imprint Facility Code Status
12345 2 Active

3. Change the required values.

Credential Values

Imprint
154321 |

Status

| Active w |

Cardnumber

s
-

4. Click Done.
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5. The changed value will be displayed on the cardholder Credential section.

Qo Credentials

Imprint Facility Code Status Format

11111 2 Active Keri PS5 Format
s

Remove Credentials

Note: To remove a credential, simply press the Delete button .

Add Credentials

1.

When creating a new Credential, start by selecting the format from the Format drop-
down list.

Format

Keri MS Format w

Wiegand 26bit (Full' Battern NAT)
MAT 64bit

mRaw "Add Credentials" above

The available fields on the credential add window will change according to the
selected format.

If using MS credentials or 26-bit Wiegand credentials, input the facility code and
imprint.
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4.

N o

Credential Values

Imprint
112345

Facility Code
|2 :

If you are using NXT credentials you are not required to enter a facility code. so you
only have to enter the imprint.

Imprint
12345 |

Stail 5

|Ac e v|

Cardnumber

| 2
Format
| NXT 64bit v |

( Done )

If using and other formats then the card data is formats are enrolled as RAW, enter
the imprint and card number > set the issue code to the next sequential value, start-
ing a 0 > set the card status to active > press Done.

Click Done and the credential will be added to the cardholder record.

The Cardnumber field is not editable because the unique cardnumber is auto-
matically calculated when you click Done.

o Credentials

Imprint Facility Code Status Format Cardnumber

12345 2 Active KeriMSFormat | 1343242424 | [ Delete j Edit |
|
L]

If you have already added the cardholders first name and last name click the Save
Changes button.
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NOTE: New, edited and deleted credentials are not saved to the database until the
Save Changes button is pressed.

Save Changes )

You can add additional credentials to the cardholder record via the Edit Cardholder but-
ton.

Summary

r ¥

Credential Values

Imprint
| |

Status

| Active d |

Cardnumber

Format
| NXT 64bit ||

( Done )

4k

Imprint - the number printed on the card or tag, this may also be a PIN. An imprint doesn’t
contain any letters or special characters.

Status - The status of a credential - Active suggest it’s currently is use and is allowed to
function. Any other status will prevent the credential from working.

Cardnumber - A calculated number not visible on the credential and only used for enroll-
ment with the RAW format.
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Issue Code - A tracking method to determine how many times a credential has been
issued, only used with RAW format.

Format - A set of rules about the credential that defines how the system will interpret the
credential’s information. The format is normally found on the credential packaging or
provided by the system installer to the end-user.

« If using NXT credentials, enter the imprint > set the card status to active > press
Done.

« Ifusing MS credentials, enter the imprint and facility code > set the card status to act-
ive > press Done.

« Ifusing 26 Bit Wiegand credentials, enter the imprint and facility code > set the card
status to active > press Done.

« All other formats are enrolled as RAW, enter the imprint and card number > set the
issue code to the next sequential value, starting a 0 > set the card status to active >
press Done.

Remove Credentials

To remove a credential from a Cardholder, find the credential in the list > press Delete >
Press Confirm > press Done.
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Situation Manager

Situation Manager is an advanced Doors.NET feature that implements Global Lock and
Global Unlock commands. The icon for Situation Manager is only displayed if Situation
Manager is enabled through Doors.Net. Situation Manager can’t be enabled via the Door-
s.WEB™ client. The Situation Manager feature allows you to immediately lock or unlock
a designated groups of doors, over multiple controllers.

NOTE: There are certain rules and limitations associated with Situation Manager when
using the PXL controllers. These are covered in a separate document which can be
accessed at the bottom of this page.

Situation Manager provides three level of global control:

Situation Normal

S @ e

MNormal Global Global
Situation Lock: Unlock

Returns readers to their normal state — if they are online.

Global Unlock
Mormal Global Global
Situation Lock Unlock

Unlocks all readers on the system — if they are online.

Global Lock
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S @& &
Mormal Global Global
Situation Lock: Unlock

Locks all readers on the system — if they are online.
The following list describes how the Situation Manager implements Global Lock/Unlock:

« When enabled, Doors.WEB™ displays a Situation Manager sub-group of icons in
the program ribbon bar. These icons display current state and allow an operator to
activate Global Lock, Global Unlock, or return to normal operating state.

o When a Global Lock command is initiated, designated doors immediately return to
their normal, valid credential required state. All Auto-Unlock/ Lock Timezones are
overridden, but all valid credentials will be granted access.

« When a Global Unlock command is initiated, designated doors are immediately
unlocked.

« Global Unlock and Global Lock commands can operate over multiple controllers
and over multiple gateways, even if they are different gateway types (for example, a
site with NXT and PXL doors).

Enable Situation Manager

1. Log into the Doors.NET standard client.
2. Gotto Setup >> System Options.

— =l
L |

Credential Sj,.fs,tnenlb
Types Cptions
System

3. On the System Options window, click Situation Manager.
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General

System Status
License h‘
Photo Recall

EntraGuard
Advanced Options

4. Within the General settings set Enabled to Yes.

N o

Configuration Options

System Status
License

Phota Recall
EntraGuard
Advanced Options

El-f £.~|r | H % | Filter: =]
= General

System Administrator Onby Mo

Enable GlobalMacro fes

Enable System Calendar Mo

Require Motes Mo

In the Global Configuration section set Hardware Control to Software has Pre-

cedence.

Save the properties.

Return to the Doors.WEB™ client home page and you will see the additional Situ-

ation Manager icon.

There are various settings and options for the Situation Manager feature, such as whether
Global Lock has precedence or if Global Unlock has precedence, specifying if certain
doors should not respond to Global Unlock/Lock commands and there are rules regard-
ing the mandatory use of “Enter Reason for Change” and the minimum length of input are
set from within Doors.Net, at a minimum the operator may optionally enter a message of
any length. A message will display on all Doors. WEB ™ clients as a timed pop-up in the
bottom right corner to indicate a change in the Situation Manager has occurred. If a
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message is entered in “Enter Reason for Change”, the text will be displayed in Live
Events.

Note: There are also a few implementation differences between the PXL controllers and
other hardware platforms, for further details refer to the appropriate section in the standard
Doors.NET online help or download one of the PDF documents listed at the bottom of the
page.

Using Situation Manager

To change the situation manager:

1. Press the required situation manager icon (Normal, Lock or Unlock).

e @.Q

MNormal Global Global
Situation Lock Unlock

2. Enter a message if required (or desired).
3. Press the confirmation button below the area for “Enter Reason for Change”.

Enter Reason for Change
Emergency

CnnT Unlock

Further Documentation

* Doors.NET Global Lock and Global Unlock
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/- Global Lock and Global Unlock Using PXLs
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