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Intrusion Prevention System 

Stateful Packet Inspection

PROVEN SECURITY APPLIANCE USED BY SOME OF

THE MOST SECURITY-CONSCIOUS COMPANIES IN THE WORLD
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SECURITY AND CONTROL

The Cisco ASA 5506-X is a purpose-built enterprise hardware firewall, dedicated to the 

protection of your server and is fully managed by CWCS, delivering complete flexibility, 

security and control.
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Network and Traffic Segmentation
Supporting up to 30 (VLANs), the Cisco ASA 5506-X improves both security and 

performance by defining and segregating internal, ‘DMZ’ and external networks and 

applying policies separately.

Next-Generation Firewall (NGFW)
The Industry’s first threat-focused NGFW; provides 8 routed Gigabit Ethernet ports, 

ASA firewall functionality, advanced threat protection, and advanced intrusion 

prevention and detection in a single appliance. 

Virtual Private Networks (VPN)
Connect your corporate network to your servers or securely access remotely. Supporting 

up to 50 concurrent VPN sessions, including site-to-site and remote users with IPSec and 

Cisco AnyConnect SSL VPN client.

IP and Port Filtering (Level 2/3/4)
Use Access Control Lists to restrict traffic by source/destination IP address, 

network, VLAN, protocol or port, and protect management services (SSH, Remote 

Desktop, SNMP) from intrusion.

Intrusion Prevention System
Provides highly effective threat prevention and full contextual awareness of users, 

infrastructure, applications, and content to detect multivector threats and automate 

defence response.

Stateful Packet Inspection
Only packets matching a known active connection are allowed to pass through the 

firewall. Certain traffic can be inspected by the firewall and dynamically rewritten, 

e.g. dynamically opening a port to allow passive FTP.
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Enterprise-Class Management 
Dashboards and drill-down reports of discovered hosts, applications, threats, and 

indications of compromise for comprehensive visibility. Cisco’s ASDM graphical 

user interface offers enterprise level management with ease.




