SIMPLY INDISPENSABLE

PRIVILEGED ACCOUNT
PASSWORD SECURITY

OUR SOLUTION

As the global leader of next-generation IT security
solutions, Thycotic protects organizations against
cyber-attacks that use privileged accounts to strike
at the core of the enterprise. Thycotic Secret Server
delivers an indispensable, comprehensive Privileged
Account Management (PAM) solution to protect your
most valuable information assets from cyber attacks
and insider threats.

Unlike any other security offering, Thycotic Secret
Server ensures the protection of privileged accounts
while being the fastest to deploy, easiest to use, scalable
enterprise-class solution offered at a competitive
price. Already securing privileged account access for
more than 3,000 organizations worldwide, including
Fortune 500 enterprises, Thycotic Secret Server is
simply your best value for PAM protection.

OUR INNOVATIVE PRODUCTS

Thycotic Secret Server

Creates a fundamental security layer —
managed from a single console — to protect
against cyber attacks that use privileged
accounts to strike at the core of the enterprise.

Password Reset Server

Provides simple, self-service password
management to free up IT help desk staff from
time-consuming and inefficient processes, and
enforces stronger end-user password controls.

Group Management Server
Empowers non-IT personnel to securely
manage their department’s Active Directory
Groups without assigning them a privileged
account.

Our IT admins were able to get up to speed within minutes and our control over privileged accounts improved
immediately. Because Secret Server helps us manage sensitive credentials across privileged accounts, we no

longer face the inefficiencies and security risks that can plague an organization as big as ours.
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Discover & Store
Privileged Accounts

Automatically identify

« Easily detect all privileged accounts and
store the passwords in our secure vault.

» Accomplish in minutes what would take
countless IT hours.

and securely store
privileged accounts.

Manage & Audit « Automaticly rotate passwords to manage
Privileged Accounts the keys to the kingdom.

« Alerts your team to abnormal use of
Audit, analyze, and credentials.
manage privileged user « Dramatically improves your security
and account activity. posture.

« Facilitates adherence to compliance

standards.

Monitor & Control « Know how your privileged accounts are
Privileged Accounts being used and deter abuse.

« Provide full view to your SOC with STEM

Collect, record, monitor, integration of privileged account use.

and manage privileged

activity. « Log non-repudiation evidence for auditors

through active recording & monitoring.

KEY CUSTOMER BENEFITS

Simply Secure — Multiple layers of built-in security with easy access
management for IT admins, robust segregation of role-based duties,
and military-grade AES 256 bit encryption.

Highly Scalable — Supports large-scale distributed environments,
all major OS, DB, apps, hypervisors, network devices, and security
appliances, for on-premise and cloud.

Always Available — Delivers high availability disaster recovery
options, as well as hot backups, database mirroring and our unique
unlimited admin mode for “break-the-glass” scenarios.

Readily Customizable — Easy to customize without any need to
spend time or money to hire expensive consultants.

Faster & Easier — Software installs in minutes, is easy to use and
flexible so you can get tasks done with minimal effort.

Auditable Too — Out-of-the-box and custom reports satisfy security
regulations with minimal effort.

Headquarters Office
1101 17th Street NW Suite 1102
Washington DC 20036

thycotic

p: +1 202-802-9399
e: info@thycotic.com
www.thycotic.com

FAST FACTS

Company

Founded: 1996

Funding: Insight Venture Partners
2015

Products:

» Thycotic Secret Server

 Thycotic Password Reset Server

» Thycotic Group Management
Server

Customers:

» More than 3,000 organizations
worldwide, including Fortune
500 enterprises.

« Used by more than 180,000 IT
admins and security pros.

Awards/Recognition:

« INC. 5000 Fastest Growing
Companies in America: 2013,
2014, 2015 jumping 1,000+
rankings each year.

+ Best of VMWorld - Security and
Compliance 2014: Finalist /
runner up.

« SC Magazine Awards 2015:
Finalist, Best Customer Service.

» SC Magazine Awards Europe
2015: Finalist, Best Customer
Service, Best Identity
Management Solution.

« Washington Business Journal
Best Places to Work 2015: #17
Medium Sized Biz Category.

« Info Security Products Guide
Global Excellence Awards 2015:
Bronze, database security,
identity management .



